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Summary

CVE CVE-2021-40189

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-11 19:15:00 UTC

Updated 2021-10-19 01:09:00 UTC

Description PHPFusion 9.03.110 is affected by a remote code execution vulnerability. The theme function will extract a file to "webroot/themes/{Theme Folder], where an attacker can access and execute arbitrary code.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php-fusion Phpfusion 9.03.110 All All All

References

Reference Source

PHP Code Execution Via Inject Malicious Code Or Create New Php File In Zip Theme · Issue #2374 · PHPFusion/PHPFusion · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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