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Summary

CVE CVE-2021-4021

State PUBLIC

Assigner patrick@puiterwijk.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-24 19:15:00 UTC

Updated 2022-12-21 15:01:00 UTC

Description A vulnerability was found in Radare2 in versions prior to 5.6.2, 5.6.0, 5.5.4 and 5.5.2. Mapping a huge section filled with zeros of an ELF64 binary for MIPS architecture can lead to uncontrolled resource consumption and DoS.

Risk And Classification

Problem Types: CWE-834

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Radare Radare2 All All All All

References

Reference Source Link Tags

DoS analysing ELF64 binary for MIPS architecture · Issue #19436 · radareorg/radare2 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

282420 Fedora Security Update for radare2 (FEDORA-2022-3fc85cd09c)

282421 Fedora Security Update for radare2 (FEDORA-2022-ba3248e596)

503250 Alpine Linux Security Update for radare2

506223 Alpine Linux Security Update for radare2
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