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Summary

CVE CVE-2021-40223

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-09 12:15:00 UTC

Updated 2021-09-22 13:26:00 UTC

Description Rittal CMC PU III Web management (version V3.11.00_2) fails to sanitize user input on several parameters of the configuration (User Configuration dialog, Task Configuration dialog and set logging filter dialog). This allows an attacker to backdoor the device with HTML and browser-interpreted content (such as JavaScript or other client-side scripts). The XSS payload will be triggered when the user accesses some specific sections of the application.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rittal Cmc Pu Iii 7030.000 3.00 All All All

Operating System Rittal Cmc Pu Iii 7030.000 Firmware All All All All

References

Reference Source Link Tags

GitHub - asang17/CVE-2021-XSS: XSS Vulnerability in Rittal MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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