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Summary

CVE CVE-2021-4024

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-23 20:15:00 UTC

Updated 2023-11-07 03:40:00 UTC

Description A flaw was found in podman. The `podman machine` function (used to create and manage Podman virtual machine containing a Podman process) spawns a `gvproxy` process on the host system. The `gvproxy` API is accessible on port 7777 on all IP addresses on the host. If that port is open on the host's firewall, an attacker can potentially use the `gvproxy` API to forward ports on the host to ports in the VM, making private services on the VM accessible to the network. This issue could be also used to interrupt the host's services by forwarding all ports to the VM.

Risk And Classification

Problem Types: CWE-200 | CWE-346

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Operating System Fedoraproject Fedora 35 All All All

Application Podman Project Podman All All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source Link Tags

Invalid Bug ID MISC bugzilla.redhat.com

Invalid Bug ID bugzilla.redhat.com

Release v3.4.3 · containers/podman · GitHub MISC github.com

[SECURITY] Fedora 34 Update: podman-3.4.4-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: podman-3.4.4-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

160293 Oracle Enterprise Linux Security Update for podman (ELSA-2022-7954)

182385 Debian Security Update for libpod (CVE-2021-4024)

240876 Red Hat Update for podman (RHSA-2022:7954)

282170 Fedora Security Update for podman (FEDORA-2021-6bc3fe7129)

502155 Alpine Linux Security Update for podman

751822 OpenSUSE Security Update for conmon, libcontainers-common, libseccomp, podman (openSUSE-SU-2022:23018-1)

752014 SUSE Enterprise Linux Security Update for conmon, libcontainers-common, libseccomp, podman (SUSE-SU-2022:23018-1)

753592 SUSE Enterprise Linux Security Update for podman (SUSE-SU-2023:0187-1)

753659 SUSE Enterprise Linux Security Update for podman (SUSE-SU-2023:0326-1)

940834 AlmaLinux Security Update for podman (ALSA-2022:7954)
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