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Summary

CVE CVE-2021-40324

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-04 06:15:00 UTC

Updated 2021-10-12 20:58:00 UTC

Description Cobbler before 3.3.0 allows arbitrary file write operations via upload_log_data.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cobbler Project Cobbler All All All All

References

Reference Source Link Tags

Release Cobbler V3.3.0 · cobbler/cobbler · GitHub MISC github.com

Merge pull request #2794 from cobbler/fix/file-rce · cobbler/cobbler@d8f60bb · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199906 Ubuntu Security Notification for Cobbler Vulnerabilities (USN-6475-1)

281953 Fedora Security Update for cobbler (FEDORA-2021-4def184821)

281954 Fedora Security Update for cobbler (FEDORA-2021-5f1e30aa56)

980420 Python (pip) Security Update for cobbler (GHSA-4cfr-gjfx-fj3x)
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