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PUBLIC

cybersecurity@hitachienergy.com

CVE Program / NVD first with legacy fallback
2022-01-28 20:15:00 UTC

2022-08-09 00:50:00 UTC

Hitachi Energy LinkOne product, has a vulnerability due to a web server misconfiguration, that enables debug mode and re

| 1|

Risk And Classification

Problem Types: CWE-209

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Hitachi Linkone 3.20 All All All
Hitachi Linkone 3.22 All All All
Hitachi Linkone 3.23 All All All
Hitachi Linkone 3.24 All All All
Hitachi Linkone 3.25 All All All
Hitachi Linkone 3.26 All All All

Reference Source Link Tags
search.abb.com/library/Download.aspx CONFIRM search.abb.com

CVE Program record CVE.ORG WWW.Ccve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

| Vendor Comments And Credit

Discovery Credit

LEGACY: Hitachi Energy thanks the following for working with us to help protect our
customers: Compania Minera Dofa Inés de Collahuasi SCM.


https://cve.report/
https://cve.report/CVE-2021-40338/mitre
https://cve.report/CVE-2021-40338/nist
https://cve.report/CVE-2021-40338/cve_org
https://cve.report/CVE-2021-40338.pdf
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/linkone
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/linkone
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/linkone
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/linkone
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/linkone
http://cve.report/vendor/hitachi
http://cve.report/software/hitachi/linkone
https://search.abb.com/library/Download.aspx?DocumentID=8DBD000079&LanguageCode=en&DocumentPartId=&Action=Launch
https://www.cve.org/CVERecord?id=CVE-2021-40338
https://nvd.nist.gov/vuln/detail/CVE-2021-40338

There are currently no legacy QID mappings associated with this CVE.
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