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CVE CVE-2021-40503
State PUBLIC
Assigner cna@sap.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-10 16:15:00 UTC
Updated 2021-11-29 16:37:00 UTC
Description An information disclosure vulnerability exists in SAP GUI for Windows - versions < 7.60 PL13, 7.70 PL4, which allows an at
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Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows - All All All
Application Sap Gui All All All All
Application Sap Gui 7.60 - All All
Application Sap Gui 7.70 - All All
Application Sap Gui For Windows All All All All
Application Sap Gui For Windows 7.60 - All All
Application Sap Gui For Windows 7.60 patch_levell All All
Application Sap Gui For Windows 7.60 patch_level10 All All
Application Sap Gui For Windows 7.60 patch_level11 All All
Application Sap Gui For Windows 7.60 patch_leveli12 All All
Application Sap Gui For Windows 7.60 patch_level2 All All
Application Sap Gui For Windows 7.60 patch_level3 All All
Application Sap Gui For Windows 7.60 patch_level4 All All
Application Sap Gui For Windows 7.60 patch_level5 All All
Application Sap Gui For Windows 7.60 patch_level6 All All
Application Sap Gui For Windows 7.60 patch_level7 All All
Application Sap Gui For Windows 7.60 patch level8 All All
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Application Sap Gui For Windows 7.60 patch_level8_hotfix1 All All
Application Sap Gui For Windows 7.60 patch_level9 All All
Application Sap Gui For Windows 7.70 - All All
Application Sap Gui For Windows 7.70 patch_leveld All All
Application Sap Gui For Windows 7.70 patch_level2 All All
Application Sap Gui For Windows 7.70 patch_level3 All All
Reference Source Link
launchpad.support.sap.com MISC launchpad.support.sap.con
SAP Security Patch Day — November 2021 - Product Security Response at SAP - Community Wiki  MISC wiki.scn.sap.com
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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