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Certain versions of Manageengine Adselfservice Plus from Zohocorp
contain the following vulnerability:

Zoho ManageEngine ADSelfService Plus version 6113 and prior is
vulnerable to REST API authentication bypass with resultant remote
code execution.

CVSS3 Score: 9.8 - CRITICAL
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CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Fixing the authentication bypass vulnerability
affecting REST APIs | ManageEngine ADSelfService
Plus

www.manageengine.com

text/html

 MISC www.manageengine.com/products/self-service-
password/kb/how-to-fix-authentication-bypass-
vulnerability-in-REST-API.html

ManageEngine - IT Operations and Service www.manageengine.com  MISC www.manageengine.com

CVE-2021-40539 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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https://www.manageengine.com/products/self-service-password/kb/how-to-fix-authentication-bypass-vulnerability-in-REST-API.html
https://www.manageengine.com


Management Software text/html

ManageEngine ADSelfService Plus Authentication
Bypass / Code Execution ≈ Packet Storm

packetstormsecurity.com

text/html

 MISC
packetstormsecurity.com/files/165085/ManageEngine-
ADSelfService-Plus-Authentication-Bypass-Code-
Execution.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

375840 Zoho ManageEngine ADSelfService Plus Remote Code Execution Vulnerability

Exploit/POC from Github

CVE-2021-40539 POC

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Adselfservice Plus 4.5 4510 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4511 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4520 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4522 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4531 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4540 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4543 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4544 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4550 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4560 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4570 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4571 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4572 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4580 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4590 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4591 All All

Application Zohocorp Manageengine Adselfservice Plus 4.5 4592 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5000 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5001 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5002 All All
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Application Zohocorp Manageengine Adselfservice Plus 5.0 5010 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5011 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5020 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5021 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5022 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5030 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5032 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5040 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5041 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0.6 All All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5100 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5101 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5102 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5103 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5104 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5105 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5106 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5107 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5108 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5109 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5110 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5111 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5112 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5113 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5114 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5115 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5116 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5200 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5201 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5202 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5203 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5204 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5205 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5206 All All

Application Zohocorp Manageengine Adselfservice Plus 5.2 5207 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5300 All All
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Application Zohocorp Manageengine Adselfservice Plus 5.3 5300 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5301 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5302 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5303 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5304 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5305 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5306 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5307 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5308 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5309 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5310 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5311 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5312 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5313 All All

Application Zohocorp Manageengine Adselfservice Plus 5.3 5314 All All
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Application Zohocorp Manageengine Adselfservice Plus 5.4 5400 All All

Application Zohocorp Manageengine Adselfservice Plus 5.5 - All All

Application Zohocorp Manageengine Adselfservice Plus 5.5 5500 All All

Application Zohocorp Manageengine Adselfservice Plus 5.5 5501 All All

Application Zohocorp Manageengine Adselfservice Plus 5.5 5502 All All
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