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Summary

CVE CVE-2021-4073

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-14 16:15:00 UTC

Updated 2022-01-21 20:58:00 UTC

Description The RegistrationMagic WordPress plugin made it possible for unauthenticated users to log in as any site user, including administrators, if they knew a valid username on the site due to missing identity validation in the social login function social_login_using_email() of the plugin. This affects versions equal to, and less than, 5.0.1.7.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Metagauss Registrationmagic All All All All

Application Registrationmagic Registrationmagic All All All All

References

Reference Source Link Tags

Authentication Bypass Vulnerability Patched in User Registration Plugin MISC www.wordfence.com

403 Forbidden MISC plugins.trac.wordpress.org

Vulnerability Advisories - Wordfence MISC www.wordfence.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Chloe Chamberland, Wordfence

LEGACY: Marco Wotschka, Wordfence

LEGACY: AyeCode Ltd

https://cve.report/
https://cve.report/CVE-2021-4073/mitre
https://cve.report/CVE-2021-4073/nist
https://cve.report/CVE-2021-4073/cve_org
https://cve.report/CVE-2021-4073.pdf
http://cve.report/vendor/metagauss
http://cve.report/software/metagauss/registrationmagic
http://cve.report/vendor/registrationmagic
http://cve.report/software/registrationmagic/registrationmagic
https://www.wordfence.com/blog/2021/12/authentication-bypass-vulnerability-patched-in-user-registration-plugin/
https://plugins.trac.wordpress.org/changeset/2635173/custom-registration-form-builder-with-submission-manager/trunk/services/class_rm_user_services.php
https://www.wordfence.com/vulnerability-advisories/#CVE-2021-4073
https://www.cve.org/CVERecord?id=CVE-2021-4073
https://nvd.nist.gov/vuln/detail/CVE-2021-4073


There are currently no legacy QID mappings associated with this CVE.
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