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Summary

CVE CVE-2021-4076

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-02 23:15:00 UTC

Updated 2022-03-09 19:45:00 UTC

Description A flaw exists in tang, a network-based cryptographic binding server, which could result in leak of private keys.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tang Project Tang All All All All

References

Reference Source Link

keys: move signing part out of find_by_thp() and to find_jws() by sergio-correia · Pull Request #81 · latchset/tang · GitHub MISC github.com

2029814 – (CVE-2021-4076) CVE-2021-4076 tang: private key leak MISC bugzilla.redhat.com

keys: move signing part out of find_by_thp() and to find_jws() (#81) · latchset/tang@e82459f · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178947 Debian Security Update for tang (DSA 5025-1)

183579 Debian Security Update for tang (CVE-2021-4076)

282184 Fedora Security Update for tang (FEDORA-2021-aa1d373ed0)

282185 Fedora Security Update for tang (FEDORA-2021-1fe489496f)
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