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Certain versions of Fedora from Fedoraproject contain the following
vulnerability:

The rencode package through 1.0.6 for Python allows an infinite loop in
typecode decoding (such as via ;\x2f\x7f), enabling a remote attack
that consumes CPU and memory.

CVSS3 Score: 7.5 - HIGH
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CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

[SECURITY] Fedora 34
Update: python-rencode-1.0.6-
17.fc34 - package-announce -
Fedora Mailing-Lists

Mailing List

Third Party Advisory

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2022-02340931ec

CVE-2021-40839 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as HIGH  severity.
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https://cve.report/CVE-2021-40839/cve_org
https://cve.report/CVE-2021-40839.pdf
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BMVQRPDVSVZNGGX57CFKCYT3DEYO4QB6/


Full Disclosure: rencode 3-byte
packet DoS

seclists.org

text/html

 MISC seclists.org/fulldisclosure/2021/Sep/16

Fix checking if typecode is
valid while decoding. ·
aresch/rencode@572ff74 ·
GitHub

github.com

text/html

 MISC
github.com/aresch/rencode/commit/572ff74586d9b1daab904c6f7f7009ce0143bb75

fix typecode decoding DoS by
totaam · Pull Request #29 ·
aresch/rencode · GitHub

github.com

text/html

 MISC github.com/aresch/rencode/pull/29

[SECURITY] Fedora 35
Update: python-rencode-1.0.6-
17.fc35 - package-announce -
Fedora Mailing-Lists

Mailing List

Third Party Advisory

lists.fedoraproject.org

text/html

 FEDORA FEDORA-2022-1033a2718b

CVE-2021-40839 Python
Vulnerability in NetApp
Products | NetApp Product
Security

security.netapp.com

text/html

 CONFIRM security.netapp.com/advisory/ntap-20211008-0001/

rencode · PyPI pypi.org

text/html

 MISC pypi.org/project/rencode/#history

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

183781 Debian Security Update for python-rencode (CVE-2021-40839)

282384 Fedora Security Update for python (FEDORA-2022-02340931ec)

282385 Fedora Security Update for python (FEDORA-2022-1033a2718b)

502924 Alpine Linux Security Update for py3-rencode

691120 Free Berkeley Software Distribution (FreeBSD) Security Update for py39 (70d0d2ec-cb62-11ed-956f-7054d21a9e2a)

980459 Python (pip) Security Update for rencode (GHSA-gh8j-2pgf-x458)

Exploit/POC from Github

Dirty Cow kernel exploit without libcrypt dependency

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Fedoraproject Fedora 34 All All All

Operating
System

Fedoraproject Fedora 35 All All All

Application Rencode Project Rencode All All All All
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No vendor comments have been submitted for this CVE
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