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Auerswald COMpact 5500R devices before 8.2B allow Arbitrary File Disclosure. A sub-admin can read the cleartext Admin
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Vendor Product Version Update Edition Language
Auerswald Commander 6000rx Ip - All All All
Auerswald Commander 6000rx Ip Firmware All All All All
Auerswald Commander 6000r Ip - All All All
Auerswald Commander 6000r Ip Firmware All All All All
Auerswald Commander Basic.219 Ip - All All All
Auerswald Commander Basic.219 Ip Firmware All All All All
Auerswald Commander Business19 Ip - All All All
Auerswald Commander Business19 Ip Firmware All All All All
Auerswald Compact 4000r Ip - All All All
Auerswald Compact 4000 Ip Firmware All All All All
Auerswald Compact 5000r Ip - All All All
Auerswald Compact 5000r Ip Firmware All All All All
Auerswald Compact 5010 Voip Ip - All All All
Auerswald Compact 5010 Voip Ip Firmware All All All All
Auerswald Compact 5020 Voip Ip - All All All
Auerswald Compact 5020 Voip Ip Firmware All All All All

Auerswald Compact 5200r Ip - All All All
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Operating System Auerswald Compact 5200r Ip Firmware All All All All

Hardware Auerswald Compact 5500r Ip - All All All

Operating System Auerswald Compact 5500r Ip Firmware All All All All

Reference Source Link Tags

Auerswald COMpact 8.0B Arbitrary File Disclosure =~ Packet Storm MISC packetstormsecurity.com

RedTeam Pentesting GmbH - Advisories: Publicised Vulnerability Analyses  MISC www.redteam-pentesting.de

RedTeam Pentesting GmbH - Auerswald COMpact Arbitrary File Disclosure MISC www.redteam-pentesting.de

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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