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Certain NETGEAR smart switches are affected by an authentication hijacking race-condition vulnerability by an unauthentic
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Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Operating System

Hardware

Operating System

Vendor Product Version Update Edition Language
Netgear Gc108p - All All All
Netgear Gc108pp - All All All
Netgear Gc108pp Firmware All All All All
Netgear Gc108p Firmware All All All All
Netgear Gs108t v3 All All All
Netgear Gs108tv3 - All All All
Netgear Gs108t Firmware All All All All
Netgear Gs110tp v3 All All All
Netgear Gs110tpp - All All All
Netgear Gs110tpp Firmware All All All All
Netgear Gs110tp Firmware All All All All
Netgear Gs110tup - All All All
Netgear Gs110tup Firmware All All All All
Netgear Gs308t - All All All
Netgear Gs308t Firmware All All All All
Netgear Gs310tp - All All All
Netgear Gs310tp Firmware All All All All
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Hardware Netgear Gs710tup - All All All
Operating System Netgear Gs710tup Firmware All All All All
Hardware Netgear Gs716tp - All All All
Hardware Netgear Gs716tpp - All All All
Operating System Netgear Gs716tpp Firmware All All All All
Operating System Netgear Gs716tp Firmware All All All All
Hardware Netgear Gs724tp v2 All All All
Hardware Netgear Gs724tpp - All All All
Operating System Netgear Gs724tpp Firmware All All All All
Operating System Netgear Gs724tp Firmware All All All All
Hardware Netgear Gs728tp v2 All All All
Hardware Netgear Gs728tpp v2 All All All
Operating System Netgear Gs728tpp Firmware All All All All
Operating System Netgear Gs728tp Firmware All All All All
Hardware Netgear Gs750e - All All All
Operating System Netgear Gs750e Firmware All All All All
Hardware Netgear Gs752tp v2 All All All
Hardware Netgear Gs752tpp - All All All
Operating System Netgear Gs752tpp Firmware All All All All
Operating System Netgear Gs752tp Firmware All All All All
Hardware Netgear Ms510txm - All All All
Operating System Netgear Ms510txm Firmware All All All All
Hardware Netgear Ms510txup - All All All
Operating System Netgear Ms510txup Firmware All All All All
Reference

Security Advisory for Multiple Vulnerabilities on Some Smart Switches, PSV-2021-0140, PSV-2021-0144, PSV-2021-0145 | Answer | NETGE/
Draconian Fear vulnerability (some NETGEAR smart switches) - gynvael.coldwind//vx.log
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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