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Summary

CVE CVE-2021-40867

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-13 08:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description Certain NETGEAR smart switches are affected by an authentication hijacking race-condition vulnerability by an unauthenticated attacker who uses the same source IP address as an admin in the process of logging in (e.g., behind the same NAT device, or already in possession of a foothold on an admin's machine). This occurs because the multi-step HTTP authentication process is effectively tied only to the source IP address. This affects GC108P before 1.0.8.2, GC108PP before 1.0.8.2, GS108Tv3 before 7.0.7.2, GS110TPP before 7.0.7.2, GS110TPv3 before 7.0.7.2, GS110TUP before 1.0.5.3, GS308T before 1.0.3.2, GS310TP before 1.0.3.2, GS710TUP before 1.0.5.3, GS716TP before 1.0.4.2, GS716TPP before 1.0.4.2, GS724TPP before 2.0.6.3, GS724TPv2 before 2.0.6.3, GS728TPPv2 before 6.0.8.2, GS728TPv2 before 6.0.8.2, GS750E before 1.0.1.10, GS752TPP before 6.0.8.2, GS752TPv2 before 6.0.8.2, MS510TXM before 1.0.4.2, and MS510TXUP before 1.0.4.2.

Risk And Classification

Problem Types: CWE-290

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Netgear Gc108p - All All All

Hardware Netgear Gc108pp - All All All

Operating System Netgear Gc108pp Firmware All All All All

Operating System Netgear Gc108p Firmware All All All All

Hardware Netgear Gs108t v3 All All All

Hardware Netgear Gs108tv3 - All All All

Operating System Netgear Gs108t Firmware All All All All

Hardware Netgear Gs110tp v3 All All All

Hardware Netgear Gs110tpp - All All All

Operating System Netgear Gs110tpp Firmware All All All All

Operating System Netgear Gs110tp Firmware All All All All

Hardware Netgear Gs110tup - All All All

Operating System Netgear Gs110tup Firmware All All All All

Hardware Netgear Gs308t - All All All

Operating System Netgear Gs308t Firmware All All All All

Hardware Netgear Gs310tp - All All All

Operating System Netgear Gs310tp Firmware All All All All
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Operating System Netgear Gs310tp Firmware All All All All

Hardware Netgear Gs710tup - All All All

Operating System Netgear Gs710tup Firmware All All All All

Hardware Netgear Gs716tp - All All All

Hardware Netgear Gs716tpp - All All All

Operating System Netgear Gs716tpp Firmware All All All All

Operating System Netgear Gs716tp Firmware All All All All

Hardware Netgear Gs724tp v2 All All All

Hardware Netgear Gs724tpp - All All All

Operating System Netgear Gs724tpp Firmware All All All All

Operating System Netgear Gs724tp Firmware All All All All

Hardware Netgear Gs728tp v2 All All All

Hardware Netgear Gs728tpp v2 All All All

Operating System Netgear Gs728tpp Firmware All All All All

Operating System Netgear Gs728tp Firmware All All All All

Hardware Netgear Gs750e - All All All

Operating System Netgear Gs750e Firmware All All All All

Hardware Netgear Gs752tp v2 All All All

Hardware Netgear Gs752tpp - All All All

Operating System Netgear Gs752tpp Firmware All All All All

Operating System Netgear Gs752tp Firmware All All All All

Hardware Netgear Ms510txm - All All All

Operating System Netgear Ms510txm Firmware All All All All

Hardware Netgear Ms510txup - All All All

Operating System Netgear Ms510txup Firmware All All All All

References

Reference

Security Advisory for Multiple Vulnerabilities on Some Smart Switches, PSV-2021-0140, PSV-2021-0144, PSV-2021-0145 | Answer | NETGEAR Support

Draconian Fear vulnerability (some NETGEAR smart switches) - gynvael.coldwind//vx.log

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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