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Summary

CVE CVE-2021-41000

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-02 22:15:00 UTC

Updated 2022-09-27 17:16:00 UTC

Description Multiple authenticated remote code execution vulnerabilities were discovered in the AOS-CX command line interface in Aruba CX 6200F Switch Series, Aruba 6300 Switch Series, Aruba 6400 Switch Series, Aruba 8320 Switch Series, Aruba 8325 Switch Series, Aruba 8400 Switch Series, Aruba CX 8360 Switch Series version(s): AOS-CX 10.06.xxxx: 10.06.0170 and below, AOS-CX 10.07.xxxx: 10.07.0050 and below, AOS-CX 10.08.xxxx: 10.08.1030 and below. Aruba has released upgrades for Aruba AOS-CX devices that address these security vulnerabilities.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hpe Arubaos-cx 10.08.0001 All All All

Operating System Hpe Arubaos-cx All All All All

Operating System Hpe Arubaos-cx All All All All

Hardware Hpe Aruba 8320 - All All All

Hardware Hpe Aruba 8325-32-c - All All All

Hardware Hpe Aruba 8325-48y83 - All All All

Hardware Hpe Aruba 8325-48y8c - All All All

Hardware Hpe Aruba 8360-12c - All All All

Hardware Hpe Aruba 8360-16y2c - All All All

Hardware Hpe Aruba 8360-24xf2c - All All All

Hardware Hpe Aruba 8360-32y4c - All All All

Hardware Hpe Aruba 8360-48xt4c - All All All

Hardware Hpe Aruba 8400x - All All All

Hardware Hpe Aruba Cx 6200f - All All All

Hardware Hpe Aruba Cx 6300f - All All All

Hardware Hpe Aruba Cx 6300m - All All All

Hardware Hpe Aruba Cx 6405 - All All All
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Hardware Hpe Aruba Cx 6405 - All All All

Hardware Hpe Aruba Cx 6410 - All All All

References

Reference Source Link Tags

www.arubanetworks.com/assets/alert/ARUBA-PSA-2022-004.txt MISC www.arubanetworks.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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