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CVE CVE-2021-4104
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-14 12:15:00 UTC
Updated 2023-12-22 09:15:00 UTC
Description JMSAppender in Log4j 1.2 is vulnerable to deserialization of untrusted data when the attacker has write access to the Log4

/ ]

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Lang:
Application Apache Log4j 1.2 All All All
Operating System Fedoraproject Fedora 35 All All All
Application Oracle Advanced Supply Chain Planning 12.1 All All All
Application Oracle Advanced Supply Chain Planning 12.2 All All All
Application Oracle Business Intelligence 12.2.1.3.0 Al All All
Application Oracle Business Intelligence 12.2.1.4.0 All All All
Application Oracle Business Intelligence 5.9.0.0.0 Al All All
Application Oracle Business Process Management Suite 12.2.1.3.0 All All All
Application Oracle Business Process Management Suite 12.2.1.4.0 All All All
Application Oracle Communications Eagle Ftp Table Base Retrieval 4.5 All All All
Application Oracle Communications Messaging Server 8.1 All All All
Application Oracle Communications Network Integrity 7.3.6 All All All
Application Oracle Communications Offline Mediation Controller All All All All
Application Oracle Communications Offline Mediation Controller 12.0.0.5.0 All All All
Application Oracle Communications Unified Inventory Management 7.34 All All All
Application Oracle Communications Unified Inventory Management 7.35 All All All
Application Oracle Communications Unified Inventory Management 7.41 All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159573 Oracle Enterprise Linux Security Update for log4j (ELSA-2021-5206)

159603 Oracle Enterprise Linux Security Update for parfait:0.5 (ELSA-2022-0290)

159619 Oracle Enterprise Linux Security Update for log4j (ELSA-2022-9056)

179047 Debian Security Update for apache-log4j1.2 (DLA 2905-1)

179633 Debian Security Update for apache-log4j1.2 (CVE-2021-4104)

198633 Ubuntu Security Notification for Apache Log4j 1.2 Vulnerability (USN-5223-1)
20251 IBM DB2 Security Update for Log4j (6528678)

239973 Red Hat Update for log4j (RHSA-2021:5206)

239980 Red Hat Update for rh-maven36-log4j12 (RHSA-2021:5269)

240034 Red Hat Update for parfait:0.5 (RHSA-2022:0289)

240035 Red Hat Update for parfait:0.5 (RHSA-2022:0290)

240036 Red Hat Update for parfait:0.5 (RHSA-2022:0291)

240059 Red Hat Update for JBoss Enterprise Application Platform 7.4 (RHSA-2022:0436)
240060 Red Hat Update for JBoss Enterprise Application Platform 6.4 (RHSA-2022:0438)
240078 Red Hat Update for red hat jposs web server 3.1 service pack 14 (RHSA-2022:0524)
240209 Red Hat Update for JBoss Enterprise Application Platform 7.4.4 (RHSA-2022:1296)
240210 Red Hat Update for JBoss Enterprise Application Platform 7.4.4 (RHSA-2022:1297)
240452 Red Hat Update for parfait:0.5 (RHSA-2022:0294)

240508 Red Hat Update for JBoss Enterprise Application Platform 6.4.2 (RHSA-2022:5459)
240511 Red Hat Update for JBoss Enterprise Application Platform 6.4.2 (RHSA-2022:5460)
257136 CentOS Security Update for log4j (CESA-2021:5206)

353112 Amazon Linux Security Advisory for log4j : ALAS-2022-1562
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353124 Amazon Linux Security Advisory for log4j : ALAS2-2022-1739

376187 Apache Log4j 1.2 Remote Code Execution Vulnerability

376415 IBM WebSphere Application Server Multiple Vulnerabilities (Log4Shell) (6526750)

376425 Oracle Hypertext Transfer Protocol Server (HTTP Server) Multiple Vulnerabilities (Log4Shell) (Doc_ID_2817011.1)

377147 Alibaba Cloud Linux Security Update for parfait:0.5 (ALINUX3-SA-2022:0006)

377225 Alibaba Cloud Linux Security Update for log4j (ALINUX2-SA-2021:0072)

671353 EulerOS Security Update for log4j (EulerOS-SA-2022-1276)

710616 Gentoo Linux IBM Spectrum Protect Multiple Vulnerabilities (GLSA 202209-02)

710775 Gentoo Linux Ubiquiti UniFi Remote Code Execution (RCE) via bundled log4j Vulnerability (GLSA 202310-16)

710804 Gentoo Linux Minecraft Server Remote Code Execution (RCE) Vulnerability (GLSA 202312-02)

710807 Gentoo Linux Arduino Remote Code Execution (RCE) Vulnerability (GLSA 202312-04)

730566 Atlassian Jira Server and Data Center Log4j Vulnerability (JRASERVER-73885)

751522 SUSE Enterprise Linux Security Update for log4j (SUSE-SU-2021:4111-1)

751523 SUSE Enterprise Linux Security Update for log4j (SUSE-SU-2021:4115-1)

751524 OpenSUSE Security Update for log4j12 (openSUSE-SU-2021:4112-1)

751525 OpenSUSE Security Update for log4j (openSUSE-SU-2021:4111-1)

751556 OpenSUSE Security Update for log4j12 (openSUSE-SU-2021:1612-1)

87483 Oracle WebLogic Server Multiple Vulnerabilities (Log4Shell) (Doc_ID_2817011.1)

940440 AlmaLinux Security Update for parfait:0.5 (ALSA-2022:0290)

960689 Rocky Linux Security Update for parfait:0.5 (RLSA-2022:0290)
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