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Summary

CVE CVE-2021-41081

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-11 05:15:00 UTC

Updated 2023-11-07 03:38:00 UTC

Description Zoho ManageEngine Network Configuration Manager before ​​125465 is vulnerable to SQL Injection in a configuration search.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Network Configuration Manager All All All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123123 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123129 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123137 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123151 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123156 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123159 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123169 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123177 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123179 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123191 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123194 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123206 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123207 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123214 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123215 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123217 All All
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Application Zohocorp Manageengine Network Configuration Manager 12.3 build123217 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123218 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123222 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123223 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123231 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123237 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123239 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123274 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123277 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123279 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123288 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123304 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123306 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123312 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123323 All All

Application Zohocorp Manageengine Network Configuration Manager 12.3 build123327 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 - All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125000 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125108 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125112 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125115 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125116 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125120 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125121 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125125 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125129 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125136 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125142 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125149 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125180 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125195 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125199 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125212 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125213 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125216 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125228 All All
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Application Zohocorp Manageengine Network Configuration Manager 12.5 build125232 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125233 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125234 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125323 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125325 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125327 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125329 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125343 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125345 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125358 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125362 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125363 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125378 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125392 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125399 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125417 All All

Application Zohocorp Manageengine Network Configuration Manager 12.5 build125445 All All

References

Reference Source Link Tags

Vulnerability fix for CVE-2021-41081 CONFIRM www.manageengine.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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