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Certain versions of Dada Mail from Dadamailproject contain the
following vulnerability:

Dada Mail is a web-based e-mail list management system. In affected
versions a bad actor could give someone a carefully crafted web page
via email, SMS, etc, that - when visited, allows them control of the list
control panel as if the bad actor was logged in themselves. This
includes changing any mailing list password, as well as the Dada Mail

Root Password - which could effectively shut out actual list owners of the mailing list and allow
the bad actor complete and unfettered control of your mailing list. This vulnerability also
affects profile logins. For this vulnerability to work, the target of the bad actor would need to
be logged into the list control panel themselves. This CSRF vulnerability in Dada Mail affects
all versions of Dada Mail v11.15.1 and below. Although we know of no known CSRF exploits
that have happened in the wild, this vulnerability has been confirmed by our testing, and by a
third party. Users are advised to update to version 11.16.0.
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CVE-2021-41083 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  justingit - dada-mail version < 11.16.0
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CVE References

Description Tags Link

CSRF Vulnerabilities Found in versions 11.15.1 and below ·
Advisory · justingit/dada-mail · GitHub

github.com

text/html

 CONFIRM github.com/justingit/dada-
mail/security/advisories/GHSA-344m-p829-2r38

This adds CSRF protection to the profiles. · justingit/dada-
mail@d4d3d86 · GitHub

github.com

text/html

 MISC github.com/justingit/dada-
mail/commit/d4d3d86d08c816b4da75a5ef45abc12188772459

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Dadamailproject Dada Mail All All All All

No vendor comments have been submitted for this CVE
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