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Summary

CVE CVE-2021-41157

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-26 14:15:00 UTC

Updated 2022-08-09 13:41:00 UTC

Description FreeSWITCH is a Software Defined Telecom Stack enabling the digital transformation from proprietary telecom switches to a software implementation that runs on any commodity hardware. By default, SIP requests of the type SUBSCRIBE are not authenticated in the affected versions of FreeSWITCH. Abuse of this security issue allows attackers to subscribe to user agent event notifications without the need to authenticate. This abuse poses privacy concerns and might lead to social engineering or similar attacks. For example, attackers may be able to monitor the status of target SIP extensions. Although this issue was fixed in version v1.10.6, installations upgraded to the fixed version of FreeSWITCH from an older version, may still be vulnerable if the configuration is not updated accordingly. Software upgrades do not update the configuration by default. SIP SUBSCRIBE messages should be authenticated by default so that FreeSWITCH administrators do not need to explicitly set the `auth-subscriptions` parameter. When following such a recommendation, a new parameter can be introduced to explicitly disable authentication.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freeswitch Freeswitch All All All All

References

Reference Source Link

Full Disclosure: [ES2021-08] FreeSWITCH does not authenticate SIP SUBSCRIBE requests by default FULLDISC seclists.org

[Default-Configuration] Force sip subscription requests to require au… · signalwire/freeswitch@b21dd4e · GitHub MISC github.com

FreeSWITCH does not authenticate SIP SUBSCRIBE requests by default · Advisory · signalwire/freeswitch · GitHub CONFIRM github.com

Release FreeSWITCH v1.10.6 Release · signalwire/freeswitch · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501957 Alpine Linux Security Update for freeswitch

503928 Alpine Linux Security Update for freeswitch

https://cve.report/
https://cve.report/CVE-2021-41157/mitre
https://cve.report/CVE-2021-41157/nist
https://cve.report/CVE-2021-41157/cve_org
https://cve.report/api/cve/CVE-2021-41157.json
https://cve.report/CVE-2021-41157.pdf
http://cve.report/vendor/freeswitch
http://cve.report/software/freeswitch/freeswitch
http://seclists.org/fulldisclosure/2021/Oct/41
https://github.com/signalwire/freeswitch/commit/b21dd4e7f3a6f1d5f7be3ea500a319a5bc11db9e
https://github.com/signalwire/freeswitch/security/advisories/GHSA-g7xg-7c54-rmpj
https://github.com/signalwire/freeswitch/releases/tag/v1.10.6
https://www.cve.org/CVERecord?id=CVE-2021-41157
https://nvd.nist.gov/vuln/detail/CVE-2021-41157
http://cve.report/qid/501957
http://cve.report/qid/503928


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2021-41157
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


