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Summary

CVE CVE-2021-41173

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-26 14:15:00 UTC

Updated 2021-10-28 20:55:00 UTC

Description Go Ethereum is the official Golang implementation of the Ethereum protocol. Prior to version 1.10.9, a vulnerable node is susceptible to crash when processing a maliciously crafted message from a peer. Version v1.10.9 contains patches to the vulnerability. There are no known workarounds aside from upgrading.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ethereum Go Ethereum All All All All

References

Reference Source Link

Release Attican Beta (v1.10.9) · ethereum/go-ethereum · GitHub MISC github.com

docs: update vulnerabilities with GHSA-59hh-656j-3p7v (#23801) · ethereum/go-ethereum@e40b377 · GitHub MISC github.com

DoS via maliciously crafted p2p message · Advisory · ethereum/go-ethereum · GitHub CONFIRM github.com

docs: update vulnerabilities with GHSA-59hh-656j-3p7v by holiman · Pull Request #23801 · ethereum/go-ethereum · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980025 Go (go) Security Update for github.com/ethereum/go-ethereum (GHSA-59hh-656j-3p7v)
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