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CVE CVE-2021-41184
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-26 15:15:00 UTC
Updated 2023-08-31 03:15:00 UTC
Description jQuery-Ul is the official jQuery user interface library. Prior to version 1.13.0, accepting the value of the “of® option of the ".pc

/ ]
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Drupal Drupal All All All All
Operating System Fedoraproject  Fedora 33 All All All
Operating System Fedoraproject  Fedora 34 All All All
Operating System Fedoraproject  Fedora 35 All All All
Operating System Fedoraproject  Fedora 36 All All All
Application Jquery Jquery Ui All All All All
Application Jqueryui Jauery Ui All All All Al
Application Jqueryui Jquery Ui All All All All
Hardware Netapp H300e - All All All
Operating System  Netapp H300e Firmware - All All All
Hardware Netapp H300s - All All All
Operating System  Netapp H300s Firmware - All All All
Hardware Netapp H410c - All All All
Operating System  Netapp H410c Firmware - All All All
Hardware Netapp H410s - All All All
Operating System  Netapp H410s Firmware - All All All
Hardware Netapp H500e - All All All


https://cve.report/
https://cve.report/CVE-2021-41184/mitre
https://cve.report/CVE-2021-41184/nist
https://cve.report/CVE-2021-41184/cve_org
https://cve.report/CVE-2021-41184.pdf
http://cve.report/vendor/drupal
http://cve.report/software/drupal/drupal
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/jquery
http://cve.report/software/jquery/jquery_ui
http://cve.report/vendor/jqueryui
http://cve.report/software/jqueryui/jquery_ui
http://cve.report/vendor/jqueryui
http://cve.report/software/jqueryui/jquery_ui
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h300e
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h300e_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h300s
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h300s_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h410c
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h410c_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h410s
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h410s_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h500e

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Netapp
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle
Oracle

Oracle

H500e Firmware

H500s

H500s Firmware

H700e

H700e Firmware

H700s

H700s Firmware

Agile PIm

Application Express

Banking Platform

Banking Platform

Big Data Spatial And Graph

Big Data Spatial And Graph
Communications Interactive Session Recorder
Communications Operations Monitor
Communications Operations Monitor
Communications Operations Monitor
Hospitality Inventory Management
Hospitality Materials Control
Hospitality Suite8

Hospitality Suite8

Jd Edwards Enterpriseone Tools
Peoplesoft Enterprise Peopletools
Peoplesoft Enterprise Peopletools
Policy Automation

Primavera Unifier

Primavera Unifier

Primavera Unifier

Primavera Unifier

Primavera Unifier

Rest Data Services

Rest Data Services

Weblogic Server

Weblogic Server

Weblogic Server

9.3.6

All

2.12.0

2.9.0

All

23.1

6.4

4.3

4.4

5.0

9.1.0

18.1

8.10.2

All

All

8.58

8.59

All

18.8

19.12

20.12

21.12

All

All

22.1.1

12.2.1.3.0

12.2.1.4.0

14.1.1.0.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/netapp
http://cve.report/software/netapp/h500e_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h500s
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h500s_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h700e
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h700e_firmware
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h700s
http://cve.report/vendor/netapp
http://cve.report/software/netapp/h700s_firmware
http://cve.report/vendor/oracle
http://cve.report/software/oracle/agile_plm
http://cve.report/vendor/oracle
http://cve.report/software/oracle/application_express
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/banking_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/big_data_spatial_and_graph
http://cve.report/vendor/oracle
http://cve.report/software/oracle/big_data_spatial_and_graph
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_interactive_session_recorder
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_operations_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_operations_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_operations_monitor
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_inventory_management
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_materials_control
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_suite8
http://cve.report/vendor/oracle
http://cve.report/software/oracle/hospitality_suite8
http://cve.report/vendor/oracle
http://cve.report/software/oracle/jd_edwards_enterpriseone_tools
http://cve.report/vendor/oracle
http://cve.report/software/oracle/peoplesoft_enterprise_peopletools
http://cve.report/vendor/oracle
http://cve.report/software/oracle/peoplesoft_enterprise_peopletools
http://cve.report/vendor/oracle
http://cve.report/software/oracle/policy_automation
http://cve.report/vendor/oracle
http://cve.report/software/oracle/primavera_unifier
http://cve.report/vendor/oracle
http://cve.report/software/oracle/primavera_unifier
http://cve.report/vendor/oracle
http://cve.report/software/oracle/primavera_unifier
http://cve.report/vendor/oracle
http://cve.report/software/oracle/primavera_unifier
http://cve.report/vendor/oracle
http://cve.report/software/oracle/primavera_unifier
http://cve.report/vendor/oracle
http://cve.report/software/oracle/rest_data_services
http://cve.report/vendor/oracle
http://cve.report/software/oracle/rest_data_services
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server
http://cve.report/vendor/oracle
http://cve.report/software/oracle/weblogic_server

‘ Application Tenable Tenable.sc All

All

All All

References

Reference

[SECURITY] Fedora 33 Update: js-jquery-ui-1.13.0-1.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: js-jquery-ui-1.13.0-1.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: drupal7-7.92-1.fc36 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - April 2022

XSS in the “of option of the ".position() util - Advisory - jquery/jquery-ui - GitHub

jQuery Ul 1.13.0 released | jQuery Ul Blog

[SECURITY] Fedora 35 Update: drupal7-7.92-1.fc35 - package-announce - Fedora Mailing-Lists

[R1] Tenable.sc 5.21.0 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable®
[SECURITY] [DLA 3551-1] otrs2 security update

Drupal core - Moderately critical - Cross Site Scripting - SA-CORE-2022-001 | Drupal.org
FEDORA-2021-51¢256bf87

[SECURITY] Fedora 34 Update: js-jquery-ui-1.13.0-1.fc34 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 36 Update: drupal7-7.92-1.fc36 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: js-jquery-ui-1.13.0-1.fc33 - package-announce - Fedora Mailing-Lists
Position: Make sure “of " is treated as a CSS selector - jquery/jquery-ui@effa323 - GitHub
[SECURITY] Fedora 35 Update: js-jquery-ui-1.13.0-1.fc35 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - July 2022

October 2021 jQuery Vulnerabilities in NetApp Products | NetApp Product Security

[SECURITY] Fedora 35 Update: drupal7-7.92-1.fc35 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

L]

Source
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N/A

CONFIRM

FEDORA

CVE.ORG

NVD

Link
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nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180512 Debian Security Update for jqueryui (CVE-2021-41184)

181307 Debian Security Update for jqueryui (DLA 3230-1)

199813 Ubuntu Security Notification for jQuery Ul Vulnerabilities (USN-6419-1)

282060 Fedora Security Update for js (FEDORA-2021-ab38307fc3)

282066 Fedora Security Update for js (FEDORA-2021-013ab302be)



http://cve.report/vendor/tenable
http://cve.report/software/tenable/tenable.sc
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://www.oracle.com/security-alerts/cpuapr2022.html
https://github.com/jquery/jquery-ui/security/advisories/GHSA-gpqq-952q-5327
https://blog.jqueryui.com/2021/10/jquery-ui-1-13-0-released/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://www.tenable.com/security/tns-2022-09
https://lists.debian.org/debian-lts-announce/2023/08/msg00040.html
https://www.drupal.org/sa-core-2022-001
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SNXA7XRKGINWSUIPIZ6ZBCTV6N3KSHES/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/HVKIOWSXL2RF2ULNAP7PHESYCFSZIJE3/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NXIUUBRVLA4E7G7MMIKCEN75YN7UFERW/
https://github.com/jquery/jquery-ui/commit/effa323f1505f2ce7a324e4f429fa9032c72f280
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/O74SXYY7RGXREQDQUDQD4BPJ4QQTD2XQ/
https://www.oracle.com/security-alerts/cpujul2022.html
https://security.netapp.com/advisory/ntap-20211118-0004/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SGSY236PYSFYIEBRGDERLA7OSY6D7XL4/
https://www.cve.org/CVERecord?id=CVE-2021-41184
https://nvd.nist.gov/vuln/detail/CVE-2021-41184
http://cve.report/qid/180512
http://cve.report/qid/181307
http://cve.report/qid/199813
http://cve.report/qid/282060
http://cve.report/qid/282066

282154 Fedora Security Update for js (FEDORA-2021-51¢256bt87)

283227 Fedora Security Update for drupal7 (FEDORA-2022-9d655503ea)

283277 Fedora Security Update for drupal7 (FEDORA-2022-bf18450366)

283473 Fedora Security Update for drupal7 (FEDORA-2022-c4334d5277)

378883 Splunk Enterprise August Third Party Package Updates (SVD-2023-0808)

6000085 Debian Security Update for otrs2 (DLA 3551-1)

730263 jQueryUl Cross-Site Scripting Vulnerability

730345 Drupal Core Security Update (SA-CORE-2022-001)

87489 Oracle WebLogic Server Multiple Vulnerabilities (CPUAPR2022)

980029 Nodejs (npm) Security Update for jquery-ui (GHSA-gpqQg-9529-5327)

995436 DotNet (Nuget) Security Update for jQuery.Ul.Combined (GHSA-gpgqg-952q-5327)

995445 Rubygems (Rubygems) Security Update for jquery-ui-rails (GHSA-gpqq-9529-5327)

995919 Java (Maven) Security Update for org.webjars.npm:jquery-ui (GHSA-gpqQg-952q-5327)
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