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Certain versions of Fluentd from Fluentd contain the following
vulnerability:

Fluentd collects events from various data sources and writes them to
files to help unify logging infrastructure. The parser_apache2 plugin in
Fluentd v0.14.14 to v1.14.1 suffers from a regular expression denial of
service (ReDoS) vulnerability. A broken apache log with a certain
pattern of string can spend too much time in a regular expression,

resulting in the potential for a DoS attack. This issue is patched in version 1.14.2 There are
two workarounds available. Either don't use parser_apache2 for parsing logs (which cannot
guarantee generated by Apache), or put patched version of parser_apache2.rb into
/etc/fluent/plugin directory (or any other directories specified by the environment variable
`FLUENT_PLUGIN` or `--plugin` option of fluentd).

CVSS3 Score: 7.5 - HIGH
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CVSS2 Score: 5 - MEDIUM
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NONE NONE PARTIAL

CVE-2021-41186 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  fluent - fluentd version >= 0.14.14, < 1.14.2
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NONE NONE PARTIAL

CVE References

Description Tags Link

fluentd/CHANGELOG.md
at master · fluent/fluentd ·
GitHub

github.com

text/html

 MISC github.com/fluent/fluentd/blob/master/CHANGELOG.md#v1142

ReDoS vulnerability in
parser_apache2 ·
Advisory · fluent/fluentd ·
GitHub

github.com

text/html

 CONFIRM github.com/fluent/fluentd/security/advisories/GHSA-hwhf-64mh-r662

Page not found · GitHub ·
GitHub

github.com

text/html

Inactive Link Not Archived

 MISC github.com/github/securitylab-
vulnerabilities/blob/52dc4a2a828c6dc24231967c2937ad92038184a9/vendor_reports/GHSL-
2021-102-fluent-fluentd.md

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

900384 Common Base Linux Mariner (CBL-Mariner) Security Update for rubygem-fluentd (6279)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Fluentd Fluentd All All All All

No vendor comments have been submitted for this CVE
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