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Summary

CVE CVE-2021-41188

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-26 15:15:00 UTC

Updated 2021-10-28 20:39:00 UTC

Description Shopware is open source e-commerce software. Versions prior to 5.7.6 contain a cross-site scripting vulnerability. This issue is patched in version 5.7.6. Two workarounds are available. Using the security plugin or adding a particular following config to the `.htaccess` file will protect against cross-site scripting in this case. There is also a config for those using nginx as a server. The plugin and the configs can be found on the GitHub Security Advisory page for this vulnerability.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Shopware Shopware All All All All

References

Reference Source Link Tags

SW-26367 - Add new CSP directive to .htaccess · shopware/shopware@37213e9 · GitHub MISC github.com

Shopware Security Plugin | System | Administration | Extensions | Shopware Community Store MISC store.shopware.com

Authenticated Stored XSS in Administration · Advisory · shopware/shopware · GitHub CONFIRM github.com

Release Shopware 5.7.6 · shopware/shopware · GitHub MISC github.com

Security update 10/2021 MISC docs.shopware.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2021-41188/mitre
https://cve.report/CVE-2021-41188/nist
https://cve.report/CVE-2021-41188/cve_org
https://cve.report/CVE-2021-41188.pdf
http://cve.report/vendor/shopware
http://cve.report/software/shopware/shopware
https://github.com/shopware/shopware/commit/37213e91d525c95df262712cba80d1497e395a58
https://store.shopware.com/en/swag575294366635f/shopware-security-plugin.html
https://github.com/shopware/shopware/security/advisories/GHSA-4p3x-8qw9-24w9
https://github.com/shopware/shopware/releases/tag/v5.7.6
https://docs.shopware.com/en/shopware-5-en/sicherheitsupdates/security-update-10-2021
https://www.cve.org/CVERecord?id=CVE-2021-41188
https://nvd.nist.gov/vuln/detail/CVE-2021-41188


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-41188
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


