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Certain versions of Tensorflow from Google contain the following
vulnerability:

TensorFlow is an open source platform for machine learning. In
affected versions TensorFlow allows tensor to have a large number of
dimensions and each dimension can be as large as desired. However,
the total number of elements in a tensor must fit within an `int64_t`. If
an overflow occurs, `MultiplyWithoutOverflow` would return a negative

result. In the majority of TensorFlow codebase this then results in a `CHECK`-failure. Newer
constructs exist which return a `Status` instead of crashing the binary. This is similar to CVE-
2021-29584. The fix will be included in TensorFlow 2.7.0. We will also cherrypick this commit
on TensorFlow 2.6.1, TensorFlow 2.5.2, and TensorFlow 2.4.4, as these are also affected and
still in supported range.
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CVE-2021-41197 has been assigned by  security-advisories@github.com to track the vulnerability - currently rated as MEDIUM

severity.

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.6.0, < 2.6.1

Affected Vendor/Software:  tensorflow - tensorflow version >= 2.5.0, < 2.5.2

Affected Vendor/Software:  tensorflow - tensorflow version < 2.4.4
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CVE References

Description Tags Link

tf.pad crashes with large paddings · Issue #51908 · tensorflow/tensorflow ·
GitHub

github.com

text/html

 MISC github.com/tensorflow/tensorflow/issues/51908

Merge pull request #51717 from yongtang:46890-tf.image.pad_to_boundin… ·
tensorflow/tensorflow@d81b135 · GitHub

github.com

text/html

 MISC
github.com/tensorflow/tensorflow/commit/d81b1351da3e8c884ff836b64458d94e4a157c15

PR #51732: Fix crash of tf.image.crop_and_resize when input is large … ·
tensorflow/tensorflow@7c1692b · GitHub

github.com

text/html

 MISC
github.com/tensorflow/tensorflow/commit/7c1692bd417eb4f9b33ead749a41166d6080af85

tf.image.resize/resize_with_crop_or_pad/pad_to_bounding_box/extract_glimpse
crash(abort) · Issue #46890 · tensorflow/tensorflow · GitHub

github.com

text/html

 MISC github.com/tensorflow/tensorflow/issues/46890

Merge pull request #51658 from yongtang:51618-tf.image.extract_glimpse ·
tensorflow/tensorflow@a871989 · GitHub

github.com

text/html

 MISC
github.com/tensorflow/tensorflow/commit/a871989d7b6c18cdebf2fb4f0e5c5b62fbc19edf

Crashes due to overflow and `CHECK`-fail in ops with large tensor shapes ·
Advisory · tensorflow/tensorflow · GitHub

github.com

text/html

 CONFIRM github.com/tensorflow/tensorflow/security/advisories/GHSA-prcg-wp5q-rv7p

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

980163 Python (pip) Security Update for tensorflow-gpu (GHSA-prcg-wp5q-rv7p)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Google Tensorflow All All All All

No vendor comments have been submitted for this CVE
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