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essauvincirrLunsucisad  Gertain versions of Tensorflow from Google contain the foIIowing
: vulnerability:

TensorFlow is an open source platform for machine learning. In
affected versions an attacker can trigger undefined behavior, integer
overflows, segfaults and "CHECK' -fail crashes if they can change
saved checkpoints from outside of TensorFlow. This is because the
checkpoints loading infrastructure is missing validation for invalid file
formats. The fixes will be included in TensorFlow 2.7.0. We will also cherrypick these commits
on TensorFlow 2.6.1, TensorFlow 2.5.2, and TensorFlow 2.4.4, as these are also affected and
still in supported range.

CVE-2021-41203 has been assigned by () security-advisories@github.com to track the vulnerability - currently rated as m severity.
Affected Vendor/Software: () tensorflow - tensorflow version >= 2.6.0, < 2.6.1
Affected Vendor/Software: ) tensorflow - tensorflow version >= 2.5.0, < 2.5.2

Affected Vendor/Software: () tensorflow - tensorflow version < 2.4.4

| CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [#EEMEDIUM)
Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Imnant Imnant Imnant


https://cve.report/
https://cve.report/CVE-2021-41203/mitre
https://cve.report/CVE-2021-41203/nist
https://cve.report/CVE-2021-41203/cve_org
https://cve.report/CVE-2021-41203.pdf
http://cve.report/software/google/tensorflow
http://cve.report/vendor/google
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/

nipavt nipavt nipavt

CVE References

Description Tags Link

Prevent crashes when loading [ github.com I w V(e
tensor slices with unsupported github.com/tensorflow/tensorflow/commit/abcced051cb1bd8fb05046ac3b6023a7ebcc4578

types. -
tensorflow/tensorflow@abcced0
- GitHub

Missing validation during i ¢) CONFIRM github.com/tensorflow/tensorflow/security/advisories/GHSA-7pxj-m4jf-réh2
checkpoint loading - Advisory -
tensorflow/tensorflow - GitHub

Use BuildTensorShapeBase [ github.com I w V(e
when parsing unverified github.com/tensorflow/tensorflow/commit/b619c6f865715ca3b15ef1842b5b95edbaa710ad

TensorShapes during ... -
tensorflow/tensorflow@b619c6f -

GitHub
Add BuildTensorSlice for [ github.com I w QK@
building from unvalidated github.com/tensorflow/tensorflow/commit/e8dc63704c88007ee4713076605¢c90188d66f3d2

TensorSliceProtos. -
tensorflow/tensorflow@e8dc637
- GitHub

Avoid buffer overflow when [ github.com I w J([S1®
loading tensors with insufficient github.com/tensorflow/tensorflow/commit/368af875869a204b4ac552b9ddda59f6a46a56ec

data fro... -
tensorflow/tensorflow@368af87 -
GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

980169 Python (pip) Security Update for tensorflow-gpu (GHSA-7pxj-m4jf-r6h2)

Exploit/POC from Github

TensorFlow is an open source platform for machine learning. In affected versions an attacker
can trigger undefined be...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Google Tensorflow All All All All

ARk kKKK LKLk,

cpe:2.3:a:google:tensorflow:*:*:***:*:*:*:

No vendor comments have been submitted for this CVE
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@CVEreport CVE-2021-41203 : TensorFlow is an open source platform for machine learning. In affected versions ~ 2021-11-05
an attacker can t... twitter.com/i/web/status/1... 21:10:11
< Previous ID Next ID—

© CVE.report 2023 B [/ |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://twitter.com/i/web/status/1456730589751611396
https://cve.report/CVE-2021-41202
https://cve.report/CVE-2021-41204
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-41203
	CVSS3 Score: 7.8 - HIGH
	CVSS2 Score: 4.6 - MEDIUM
	CVE References
	Related QID Numbers
	Exploit/POC from Github
	Known Affected Configurations (CPE V2.3)
	Social Mentions



