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CVE CVE-2021-41244
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-15 20:15:00 UTC
Updated 2022-03-31 16:28:00 UTC
Description Grafana is an open-source platform for monitoring and observability. In affected versions when the fine-grained access con
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Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Grafana Grafana All All All All
Reference

Grafana 8.2.4 released with security fixes | Grafana Labs

CVE-2021-41244 Grafana Vulnerability in NetApp Products | NetApp Product Security

oss-security - Grafana 8.2.4 released with security fixes

Fine-grained access control enables organization admins to create/modify/delete user roles in other organization - Advisory - grafana/grafana
CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

502096 Alpine Linux Security Update for grafana

690736 Free Berkeley Software Distribution (FreeBSD) Security Update for grafana (99bff2bd-4852-11ec-a828-6¢c3be5272acd)
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/3028Y Gratana Enterprise Incorrect Access Lontrol Vuinerability
752251 SUSE Enterprise Linux Security Update for SUSE Manager Client Tools (SUSE-SU-2022:2134-1)

752995 SUSE Enterprise Linux Security Update for grafana (SUSE-SU-2022:4428-1)
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