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Summary

CVE CVE-2021-41253

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-08 22:15:00 UTC

Updated 2022-10-24 16:07:00 UTC

Description Zydis is an x86/x86-64 disassembler library. Users of Zydis versions v3.2.0 and older that use the string functions provided in `zycore` in order to append untrusted user data to the formatter buffer within their custom formatter hooks can run into heap buffer overflows. Older versions of Zydis failed to properly initialize the string object within the formatter buffer, forgetting to initialize a few fields, leaving their value to chance. This could then in turn cause zycore functions like `ZyanStringAppend` to make incorrect calculations for the new target size, resulting in heap memory corruption. This does not affect the regular uncustomized Zydis formatter, because Zydis internally doesn't use the string functions in zycore that act upon these fields. However, because the zycore string functions are the intended way to work with the formatter buffer for users of the library that wish to extend the formatter, we still consider this to be a vulnerability in Zydis. This bug is patched starting in version 3.2.1. As a workaround, users may refrain from using zycore string functions in their formatter hooks until updating to a patched version.

Risk And Classification

Problem Types: CWE-908

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zyantific Zydis All All All All

References

Reference Source Link

huntr: Disclose & Fix Security Vulnerabilities in Open Source MISC huntr.dev

Possible heap buffer overflow when using zycore string functions in formatter hooks · Advisory · zyantific/zydis · GitHub CONFIRM github.com

huntr: Disclose & Fix Security Vulnerabilities in Open Source MISC huntr.dev

Fix struct initialization in formatter · zyantific/zydis@55dd08c · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184630 Debian Security Update for zydis (CVE-2021-41253)

690953 Free Berkeley Software Distribution (FreeBSD) Security Update for zydis (d487d4fc-43a8-11ed-8b01-b42e991fc52e)
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