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assanvancLranursuetian  Gertain versions of Ecs Router Controller-ecs from Ecoa contain the
following vulnerability:

ECOA BAS controller has a Cross-Site Request Forgery vulnerability,
thus authenticated attacker can remotely place a forged request at a
malicious web page and execute CRUD commands (GET, POST,
PUT, DELETE) to perform arbitrary operations in the system.

AV

CVE-2021-41295 has been assigned by (7) cve@cert.org.tw to track the vulnerability - currently rated as m severity.

CVSS3 Score: 8.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [SBFMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

TWCERT/CCH B ARR Bt iRIE B 17 5A - /L-ECOA BAS controller - Cross- R ekl o MISC www.twcert.org.tw/tw/cp-
Site Request Forgery (CSRF) 132-5131-¢653b-1.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that


https://cve.report/
https://cve.report/CVE-2021-41295/mitre
https://cve.report/CVE-2021-41295/nist
https://cve.report/CVE-2021-41295/cve_org
https://cve.report/CVE-2021-41295.pdf
http://cve.report/software/ecoa/ecs_router_controller-ecs
http://cve.report/vendor/ecoa
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.twcert.org.tw/tw/cp-132-5131-c653b-1.html

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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