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CVE CVE-2021-41303
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-17 09:15:00 UTC
Updated 2023-11-07 03:38:00 UTC
Description Apache Shiro before 1.8.0, when using Apache Shiro with Spring Boot, a specially crafted HTTP request may cause an aut
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application ~ Apache  Shiro All All All All
Application  Oracle Financial Services Crime And Compliance Management Studio 8.0.8.2.0 Al All All
Application  Oracle Financial Services Crime And Compliance Management Studio 8.0.8.3.0 Al All All

References |
Reference

[shiro-user] 20210929 Re: CVE-2021-41303: Apache Shiro before 1.8.0, when using Apache Shiro with Spring Boot, a specially crafted HTTP
Pony Mail!

Pony Mail!

CVE-2021-41303 Apache Shiro Vulnerability in NetApp Products | NetApp Product Security

Oracle Critical Patch Update Advisory - July 2022

CVE Program record

NVD vulnerability detail

4] |

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Shiro would like to thank tsugOd for reporting this issue.
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https://lists.apache.org/thread.html/raae98bb934e4bde304465896ea02d9798e257e486d04a42221e2c41b@%253Cuser.shiro.apache.org%253E
https://lists.apache.org/thread.html/re470be1ffea44bca28ccb0e67a4cf5d744e2d2b981d00fdbbf5abc13%2540%253Cannounce.shiro.apache.org%253E
https://security.netapp.com/advisory/ntap-20220609-0001/
https://www.oracle.com/security-alerts/cpujul2022.html
https://www.cve.org/CVERecord?id=CVE-2021-41303
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Legacy QID Mappings

980625 Java (maven) Security Update for org.apache.shiro:shiro-core (GHSA-{6jp-j6w3-w9hm)
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