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Summary

CVE CVE-2021-41609

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-28 19:15:00 UTC

Updated 2022-02-02 21:43:00 UTC

Description SQL injection in the ID parameter of the UploadedImageDisplay.aspx endpoint of SelectSurvey.NET before 5.052.000 allows a remote, unauthenticated attacker to retrieve data from the application's backend database via boolean-based blind and UNION injection.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Classapps Selectsurvey.net All All All All

References

Reference

SelectSurvey.NET Server Software - Survey Software, Online Survey Software, Web Survey Software, ASP Survey Software, Survey Application. Web Survey. Software for survey programs.

ClassApps Inc. SelectSurvey.NET v5.0 Vulnerabilities | Optiv

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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