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Summary

CVE CVE-2021-41672

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-15 16:15:00 UTC

Updated 2022-06-23 16:43:00 UTC

Description PEEL Shopping CMS 9.4.0 is vulnerable to authenticated SQL injection in utilisateurs.php. A user that belongs to the administrator group can inject a malicious SQL query in order to affect the execution logic of the application and retrive information from the database.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Peel Peel Shopping 9.4.0 All All All

References

Reference Source Link

Home | peel MISC peel.com

SQL Injection in "utilisateurs.php" id_utilisateur POST parameter (Authenticated) · Issue #5 · advisto/peel-shopping · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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