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Summary

CVE CVE-2021-41769

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-11 12:15:00 UTC

Updated 2022-01-19 16:49:00 UTC

Description A vulnerability has been identified in SIPROTEC 5 6MD85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 6MD86 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 6MD89 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 6MU85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7KE85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SA82 devices (CPU variant CP100) (All versions < V8.83), SIPROTEC 5 7SA86 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SA87 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SD82 devices (CPU variant CP100) (All versions < V8.83), SIPROTEC 5 7SD86 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SD87 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SJ81 devices (CPU variant CP100) (All versions < V8.83), SIPROTEC 5 7SJ82 devices (CPU variant CP100) (All versions < V8.83), SIPROTEC 5 7SJ85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SJ86 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SK82 devices (CPU variant CP100) (All versions < V8.83), SIPROTEC 5 7SK85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SL82 devices (CPU variant CP100) (All versions < V8.83), SIPROTEC 5 7SL86 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SL87 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SS85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7ST85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7SX85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7UM85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7UT82 devices (CPU variant CP100) (All versions < V8.83), SIPROTEC 5 7UT85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7UT86 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7UT87 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7VE85 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 7VK87 devices (CPU variant CP300) (All versions < V8.83), SIPROTEC 5 Compact 7SX800 devices (CPU variant CP050) (All versions < V8.83). An improper input validation vulnerability in the web server could allow an unauthenticated user to access device information.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens 6md85 - All All All

Operating System Siemens 6md85 Firmware All All All All

Hardware Siemens 6md86 - All All All

Operating System Siemens 6md86 Firmware All All All All

Hardware Siemens 6md89 - All All All

Operating System Siemens 6md89 Firmware All All All All

Hardware Siemens 6mu85 - All All All

Operating System Siemens 6mu85 Firmware All All All All

Hardware Siemens 7ke85 - All All All

Operating System Siemens 7ke85 Firmware All All All All

Hardware Siemens 7sa82 - All All All

Operating System Siemens 7sa82 Firmware All All All All

Hardware Siemens 7sa86 - All All All

Operating System Siemens 7sa86 Firmware All All All All

Hardware Siemens 7sa87 - All All All

Operating System Siemens 7sa87 Firmware All All All All

Hardware Siemens 7sd82 - All All All
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Hardware Siemens 7sd82 - All All All

Operating System Siemens 7sd82 Firmware All All All All

Hardware Siemens 7sd86 - All All All

Operating System Siemens 7sd86 Firmware All All All All

Hardware Siemens 7sd87 - All All All

Operating System Siemens 7sd87 Firmware All All All All

Hardware Siemens 7sj81 - All All All

Operating System Siemens 7sj81 Firmware All All All All

Hardware Siemens 7sj82 - All All All

Operating System Siemens 7sj82 Firmware All All All All

Hardware Siemens 7sj85 - All All All

Operating System Siemens 7sj85 Firmware All All All All

Hardware Siemens 7sj86 - All All All

Operating System Siemens 7sj86 Firmware All All All All

Hardware Siemens 7sk82 - All All All

Operating System Siemens 7sk82 Firmware All All All All

Hardware Siemens 7sk85 - All All All

Operating System Siemens 7sk85 Firmware All All All All

Hardware Siemens 7sl82 - All All All

Operating System Siemens 7sl82 Firmware All All All All

Hardware Siemens 7sl86 - All All All

Operating System Siemens 7sl86 Firmware All All All All

Hardware Siemens 7sl87 - All All All

Operating System Siemens 7sl87 Firmware All All All All

Hardware Siemens 7ss85 - All All All

Operating System Siemens 7ss85 Firmware All All All All

Hardware Siemens 7st85 - All All All

Operating System Siemens 7st85 Firmware All All All All

Hardware Siemens 7sx800 - All All All

Operating System Siemens 7sx800 Firmware All All All All

Hardware Siemens 7sx85 - All All All

Operating System Siemens 7sx85 Firmware All All All All

Hardware Siemens 7um85 - All All All

Operating System Siemens 7um85 Firmware All All All All

Hardware Siemens 7ut82 - All All All

Operating System Siemens 7ut82 Firmware All All All All
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Hardware Siemens 7ut85 - All All All

Operating System Siemens 7ut85 Firmware All All All All

Hardware Siemens 7ut86 - All All All

Operating System Siemens 7ut86 Firmware All All All All

Hardware Siemens 7ut87 - All All All

Operating System Siemens 7ut87 Firmware All All All All

Hardware Siemens 7ve85 - All All All

Operating System Siemens 7ve85 Firmware All All All All

Hardware Siemens 7vk87 - All All All

Operating System Siemens 7vk87 Firmware All All All All

References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-439673.pdf MISC cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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591041 Siemens SIPROTEC 5 Information Disclosure Vulnerability (SSA-439673)
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