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Summary

CVE CVE-2021-41849

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-11 23:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description An issue was discovered in Luna Simo PPR1.180610.011/202001031830. It sends the following Personally Identifiable Information (PII) in plaintext using HTTP to servers located in China: user's list of installed apps and device International Mobile Equipment Identity (IMEI). This PII is transmitted to log.skyroam.com.cn using HTTP, independent of whether the user uses the Simo software.

Risk And Classification

Problem Types: CWE-200 | CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bluproducts G9 - All All All

Hardware Bluproducts G90 - All All All

Operating System Bluproducts G90 Firmware - All All All

Operating System Bluproducts G9 Firmware - All All All

Hardware Luna Simo - All All All

Operating System Luna Simo Firmware - All All All

Hardware Wikomobile Tommy 3 - All All All

Operating System Wikomobile Tommy 3 Firmware - All All All

Hardware Wikomobile Tommy 3 Plus - All All All

Operating System Wikomobile Tommy 3 Plus Firmware - All All All

References

Reference Source Link Tags

SIMO - the Ultimate Connectivity App MISC simowireless.com

Virtual SIM (vSIM) Vulnerability Within Simo Android Phones Exposed MISC www.kryptowire.com

Page Not Found | Kryptowire MISC www.kryptowire.com

@Hack | Infosec on the Edge | 28 - 30 November 2021 MISC athack.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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