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CVE CVE-2021-41991
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-18 14:15:00 UTC
Updated 2023-11-07 03:39:00 UTC
Description The in-memory certificate cache in strongSwan before 5.9.4 has a remote integer overflow upon receiving many requests w

/ ]

1|

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Debian Debian Linux 10.0 All All All
Operating System  Debian Debian Linux 11.0 All All All
Operating System  Debian Debian Linux 9.0 All All All
Operating System  Fedoraproject  Fedora 33 All All All
Operating System  Fedoraproject  Fedora 34 All All All
Operating System  Fedoraproject  Fedora 35 All All All
Hardware Siemens Cp 1543-1 - All All All
Operating System  Siemens Cp 1543-1 Firmware - All All All
Hardware Siemens Scalance Sc622-2c - All All All
Operating System  Siemens Scalance Sc622-2¢c Firmware - All All All
Hardware Siemens Scalance Sc632-2c - All All All
Operating System  Siemens Scalance Sc632-2c Firmware - All All All
Hardware Siemens Scalance Sc636-2c - All All All
Operating System  Siemens Scalance Sc636-2c Firmware - All All All
Hardware Siemens Scalance Sc642-2c - All All All
Operating System  Siemens Scalance Sc642-2¢c Firmware - All All All
Hardware Siemens Scalance Sc646-2¢c - All All All


https://cve.report/
https://cve.report/CVE-2021-41991/mitre
https://cve.report/CVE-2021-41991/nist
https://cve.report/CVE-2021-41991/cve_org
https://cve.report/CVE-2021-41991.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/siemens
http://cve.report/software/siemens/cp_1543-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/cp_1543-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc622-2c
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc622-2c_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc632-2c
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc632-2c_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc636-2c
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc636-2c_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc642-2c
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc642-2c_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc646-2c

Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Application
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System

Application

Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens
Siemens

Strongswan

Scalance Sc646-2¢ Firmware

Simatic Cp 1242-7 Gprs V2

Simatic Cp 1242-7 Gprs V2 Firmware
Simatic Cp 1243-1

Simatic Cp 1243-1 Firmware

Simatic Cp 1243-7 Lte/us

Simatic Cp 1243-7 Lte/us Firmware
Simatic Cp 1542sp-1

Simatic Cp 1542sp-1 Firmware

Simatic Cp 1542sp-1 Irc

Simatic Cp 1542sp-1 Irc Firmware
Simatic Cp 1543sp-1

Simatic Cp 1543sp-1 Firmware

Simatic Net Cp1243-7 Lte Eu

Simatic Net Cp1243-7 Lte Eu Firmware
Simatic Net Cp 1243-8 Irc

Simatic Net Cp 1243-8 Irc Firmware
Simatic Net Cp 1545-1

Simatic Net Cp 1545-1 Firmware

Sinema Remote Connect Server

Siplus Et 200sp Cp 1542sp-1 Irc Tx Rail
Siplus Et 200sp Cp 1542sp-1 Irc Tx Rail Firmware
Siplus Et 200sp Cp 1543sp-1 Isec

Siplus Et 200sp Cp 1543sp-1 Isec Firmware
Siplus Et 200sp Cp 1543sp-1 Isec Tx Rail
Siplus Et 200sp Cp 1543sp-1 Isec Tx Rail Firmware
Siplus Net Cp 1543-1

Siplus Net Cp 1543-1 Firmware

Siplus S7-1200 Cp 1243-1

Siplus S7-1200 Cp 1243-1 Firmware
Siplus S7-1200 Cp 1243-1 Rail

Siplus S7-1200 Cp 1243-1 Rail Firmware

Strongswan

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References


http://cve.report/vendor/siemens
http://cve.report/software/siemens/scalance_sc646-2c_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1242-7_gprs_v2
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1242-7_gprs_v2_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-7_lte/us
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1243-7_lte/us_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1542sp-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1542sp-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1542sp-1_irc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1542sp-1_irc_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1543sp-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1543sp-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_net_cp1243-7_lte_eu
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_net_cp1243-7_lte_eu_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_net_cp_1243-8_irc
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_net_cp_1243-8_irc_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_net_cp_1545-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_net_cp_1545-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/sinema_remote_connect_server
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_et_200sp_cp_1542sp-1_irc_tx_rail
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_et_200sp_cp_1542sp-1_irc_tx_rail_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_et_200sp_cp_1543sp-1_isec
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_et_200sp_cp_1543sp-1_isec_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_et_200sp_cp_1543sp-1_isec_tx_rail
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_et_200sp_cp_1543sp-1_isec_tx_rail_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_net_cp_1543-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_net_cp_1543-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_s7-1200_cp_1243-1
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_s7-1200_cp_1243-1_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_s7-1200_cp_1243-1_rail
http://cve.report/vendor/siemens
http://cve.report/software/siemens/siplus_s7-1200_cp_1243-1_rail_firmware
http://cve.report/vendor/strongswan
http://cve.report/software/strongswan/strongswan

Heterence

Release strongSwan 5.9.4 - strongswan/strongswan - GitHub

Debian -- Security Information -- DSA-4989-1 strongswan

strongSwan - strongSwan Vulnerability (CVE-2021-41991)

[SECURITY] Fedora 35 Update: strongswan-5.9.4-1.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 35 Update: strongswan-5.9.4-1.fc35 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2788-1] strongswan security update

[SECURITY] Fedora 34 Update: strongswan-5.9.4-1.fc34 - package-announce - Fedora Mailing-Lists
strongSwan - strongSwan Vulnerability (CVE-2021-41991)

[SECURITY] Fedora 33 Update: strongswan-5.9.4-1.fc33 - package-announce - Fedora Mailing-Lists
cert-portal.siemens.com/productcert/pdf/ssa-539476.pdf

[SECURITY] Fedora 33 Update: strongswan-5.9.4-1.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 34 Update: strongswan-5.9.4-1.fc34 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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source
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CONFIRM
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LINK

github.com
www.debian.org
www.strongswan.org
lists.fedoraproject.org
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lists.debian.org
lists.fedoraproject.org
www.strongswan.org
lists.fedoraproject.org
cert-portal.siemens.com
lists.fedoraproject.org
lists.fedoraproject.org
www.cve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178824 Debian Security Update for strongswan (DSA 4989-1)

178847 Debian Security Update for strongswan (DLA 2788-1)

184571 Debian Security Update for strongswan (CVE-2021-41991)

198539 Ubuntu Security Notification for strongSwan Vulnerabilities (USN-5111-1)

282015 Fedora Security Update for strongswan (FEDORA-2021-0b37146973)

282016 Fedora Security Update for strongswan (FEDORA-2021-b3df83339¢)

500669 Alpine Linux Security Update for strongswan

501500 Alpine Linux Security Update for strongswan

501785 Alpine Linux Security Update for strongswan

502034 Alpine Linux Security Update for strongswan

504439 Alpine Linux Security Update for strongswan

610398 Google Android February 2022 Security Patch Missing for Samsung

671395 EulerOS Security Update for strongimcv (EulerOS-SA-2022-1338)

A=A A=A = 1. AA A . . s 6. a4 1. A~A AR AAAA d=A
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b/ 16/8 EUIErUS Security update Tor SIrongimey (EUIerUS-SA-2UZZ-117b1)

690851 Free Berkeley Software Distribution (FreeBSD) Security Update for strongswan (58528a94-5100-4208-a04d-edc01598cf01)
751250 SUSE Enterprise Linux Security Update for strongswan (SUSE-SU-2021:3468-1)

751255 SUSE Enterprise Linux Security Update for strongswan (SUSE-SU-2021:3469-1)

751259 OpenSUSE Security Update for strongswan (openSUSE-SU-2021:3467-1)

751299 OpenSUSE Security Update for strongswan (openSUSE-SU-2021:1399-1)

900402 Common Base Linux Mariner (CBL-Mariner) Security Update for strongswan (6027)

901261 Common Base Linux Mariner (CBL-Mariner) Security Update for strongswan (6897-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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