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Summary

CVE CVE-2021-41993

State PUBLIC

Assigner responsible-disclosure@pingidentity.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-04-30 22:15:00 UTC

Updated 2022-05-10 17:31:00 UTC

Description A misconfiguration of RSA in PingID Android app prior to 1.19 is vulnerable to pre-computed dictionary attacks, leading to an offline MFA bypass when using PingID Windows Login.

Risk And Classification

Problem Types: CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pingidentity Pingid All All All All

Application Pingidentity Pingid Windows Login - All All All

References

Reference Source Link Tags

PingID Downloads MISC www.pingidentity.com

Ping Identity Documentation Portal MISC docs.pingidentity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Ping Identity credits The Commonwealth Bank of Australia for the discovery of this
vulnerability.

There are currently no legacy QID mappings associated with this CVE.
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