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CVE CVE-2021-42010
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-24 14:15:00 UTC
Updated 2023-08-08 14:22:00 UTC
Description Heron versions <= 0.20.4-incubating allows CRLF log injection because of the lack of escaping in the log statements. Pleas

Risk And Classification

Problem Types: CWE-116

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Heron All All All All

Reference Source Link Tags
lists.apache.org/thread/j65nwr8n7jchngwqptzh100drcrdry2q MISC lists.apache.org

oss-security - CVE-2021-42010: Apache Heron (Incubating): CRLF log injection MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit |

Discovery Credit

LEGACY: The Apache Heron (Incubating) project would like to thank Bo Yu for bringing this
matter to our attention.

There are currently no legacy QID mappings associated with this CVE.
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