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Summary

CVE CVE-2021-42016

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-08 12:15:00 UTC

Updated 2023-12-12 12:15:00 UTC

Description A vulnerability has been identified in RUGGEDCOM i800 (All versions < V4.3.8), RUGGEDCOM i801 (All versions < V4.3.8), RUGGEDCOM i802 (All versions < V4.3.8), RUGGEDCOM i803 (All versions < V4.3.8), RUGGEDCOM M2100 (All versions < V4.3.8), RUGGEDCOM M2100F (All versions), RUGGEDCOM M2200 (All versions < V4.3.8), RUGGEDCOM M2200F (All versions), RUGGEDCOM M969 (All versions < V4.3.8), RUGGEDCOM M969F (All versions), RUGGEDCOM RMC30 (All versions < V4.3.8), RUGGEDCOM RMC8388 V4.X (All versions < V4.3.8), RUGGEDCOM RMC8388 V5.X (All versions < V5.6.0), RUGGEDCOM RP110 (All versions < V4.3.8), RUGGEDCOM RS1600 (All versions < V4.3.8), RUGGEDCOM RS1600F (All versions < V4.3.8), RUGGEDCOM RS1600T (All versions < V4.3.8), RUGGEDCOM RS400 (All versions < V4.3.8), RUGGEDCOM RS400F (All versions), RUGGEDCOM RS401 (All versions < V4.3.8), RUGGEDCOM RS416 (All versions < V4.3.8), RUGGEDCOM RS416F (All versions), RUGGEDCOM RS416P (All versions < V4.3.8), RUGGEDCOM RS416PF (All versions), RUGGEDCOM RS416Pv2 (All versions < V5.6.0), RUGGEDCOM RS416v2 (All versions < V5.6.0), RUGGEDCOM RS8000 (All versions < V4.3.8), RUGGEDCOM RS8000A (All versions < V4.3.8), RUGGEDCOM RS8000H (All versions < V4.3.8), RUGGEDCOM RS8000T (All versions < V4.3.8), RUGGEDCOM RS900 (All versions < V4.3.8), RUGGEDCOM RS900 (32M) V4.X (All versions < V4.3.8), RUGGEDCOM RS900 (32M) V5.X (All versions < V5.6.0), RUGGEDCOM RS900F (All versions), RUGGEDCOM RS900G (All versions < V4.3.8), RUGGEDCOM RS900G (32M) V4.X (All versions < V4.3.8), RUGGEDCOM RS900G (32M) V5.X (All versions < V5.6.0), RUGGEDCOM RS900GF (All versions), RUGGEDCOM RS900GP (All versions < V4.3.8), RUGGEDCOM RS900GPF (All versions), RUGGEDCOM RS900L (All versions < V4.3.8), RUGGEDCOM RS900M-GETS-C01 (All versions < V4.3.8), RUGGEDCOM RS900M-GETS-XX (All versions < V4.3.8), RUGGEDCOM RS900M-STND-C01 (All versions < V4.3.8), RUGGEDCOM RS900M-STND-XX (All versions < V4.3.8), RUGGEDCOM RS900W (All versions < V4.3.8), RUGGEDCOM RS910 (All versions < V4.3.8), RUGGEDCOM RS910L (All versions < V4.3.8), RUGGEDCOM RS910W (All versions < V4.3.8), RUGGEDCOM RS920L (All versions < V4.3.8), RUGGEDCOM RS920W (All versions < V4.3.8), RUGGEDCOM RS930L (All versions < V4.3.8), RUGGEDCOM RS930W (All versions < V4.3.8), RUGGEDCOM RS940G (All versions < V4.3.8), RUGGEDCOM RS940GF (All versions), RUGGEDCOM RS969 (All versions < V4.3.8), RUGGEDCOM RSG2100 (All versions < V4.3.8), RUGGEDCOM RSG2100 (32M) V4.X (All versions < V4.3.8), RUGGEDCOM RSG2100 (32M) V5.X (All versions < V5.6.0), RUGGEDCOM RSG2100F (All versions), RUGGEDCOM RSG2100P (All versions < V4.3.8), RUGGEDCOM RSG2100PF (All versions), RUGGEDCOM RSG2200 (All versions < V4.3.8), RUGGEDCOM RSG2200F (All versions), RUGGEDCOM RSG2288 V4.X (All versions < V4.3.8), RUGGEDCOM RSG2288 V5.X (All versions < V5.6.0), RUGGEDCOM RSG2300 V4.X (All versions < V4.3.8), RUGGEDCOM RSG2300 V5.X (All versions < V5.6.0), RUGGEDCOM RSG2300F (All versions), RUGGEDCOM RSG2300P V4.X (All versions < V4.3.8), RUGGEDCOM RSG2300P V5.X (All versions < V5.6.0), RUGGEDCOM RSG2300PF (All versions), RUGGEDCOM RSG2488 V4.X (All versions < V4.3.8), RUGGEDCOM RSG2488 V5.X (All versions < V5.6.0), RUGGEDCOM RSG2488F (All versions), RUGGEDCOM RSG907R (All versions < V5.6.0), RUGGEDCOM RSG908C (All versions < V5.6.0), RUGGEDCOM RSG909R (All versions < V5.6.0), RUGGEDCOM RSG910C (All versions < V5.6.0), RUGGEDCOM RSG920P V4.X (All versions < V4.3.8), RUGGEDCOM RSG920P V5.X (All versions < V5.6.0), RUGGEDCOM RSL910 (All versions < V5.6.0), RUGGEDCOM RST2228 (All versions < V5.6.0), RUGGEDCOM RST2228P (All versions < V5.6.0), RUGGEDCOM RST916C (All versions < V5.6.0), RUGGEDCOM RST916P (All versions < V5.6.0). A timing attack, in a third-party component, could make the retrieval of the private key possible, used for encryption of sensitive data. 

Risk And Classification

Problem Types: CWE-208

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Ruggedcom I800 - All All All

Hardware Siemens Ruggedcom I801 - All All All

Hardware Siemens Ruggedcom I802 - All All All

Hardware Siemens Ruggedcom I803 - All All All

Hardware Siemens Ruggedcom M2100 - All All All

Hardware Siemens Ruggedcom M2200 - All All All

Hardware Siemens Ruggedcom M969 - All All All

Hardware Siemens Ruggedcom Rmc - All All All

Hardware Siemens Ruggedcom Rmc20 - All All All

Hardware Siemens Ruggedcom Rmc30 - All All All

Hardware Siemens Ruggedcom Rmc40 - All All All

Hardware Siemens Ruggedcom Rmc41 - All All All

Hardware Siemens Ruggedcom Rmc8388 - All All All

Operating System Siemens Ruggedcom Ros All All All All

Hardware Siemens Ruggedcom Rp110 - All All All

Hardware Siemens Ruggedcom Rs400 - All All All

Hardware Siemens Ruggedcom Rs401 - All All All
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Hardware Siemens Ruggedcom Rs401 - All All All

Hardware Siemens Ruggedcom Rs416 - All All All

Hardware Siemens Ruggedcom Rs416v2 - All All All

Hardware Siemens Ruggedcom Rs8000 - All All All

Hardware Siemens Ruggedcom Rs8000a - All All All

Hardware Siemens Ruggedcom Rs8000h - All All All

Hardware Siemens Ruggedcom Rs8000t - All All All

Hardware Siemens Ruggedcom Rs900 - All All All

Hardware Siemens Ruggedcom Rs900g - All All All

Hardware Siemens Ruggedcom Rs900gp - All All All

Hardware Siemens Ruggedcom Rs900l - All All All

Hardware Siemens Ruggedcom Rs900w - All All All

Hardware Siemens Ruggedcom Rs910 - All All All

Hardware Siemens Ruggedcom Rs910l - All All All

Hardware Siemens Ruggedcom Rs910w - All All All

Hardware Siemens Ruggedcom Rs920l - All All All

Hardware Siemens Ruggedcom Rs920w - All All All

Hardware Siemens Ruggedcom Rs930l - All All All

Hardware Siemens Ruggedcom Rs930w - All All All

Hardware Siemens Ruggedcom Rs940g - All All All

Hardware Siemens Ruggedcom Rs969 - All All All

Hardware Siemens Ruggedcom Rsg2100 - All All All

Hardware Siemens Ruggedcom Rsg2100p - All All All

Hardware Siemens Ruggedcom Rsg2200 - All All All

Hardware Siemens Ruggedcom Rsg2288 - All All All

Hardware Siemens Ruggedcom Rsg2300 - All All All

Hardware Siemens Ruggedcom Rsg2300p - All All All

Hardware Siemens Ruggedcom Rsg2488 - All All All

Hardware Siemens Ruggedcom Rsg907r - All All All

Hardware Siemens Ruggedcom Rsg908c - All All All

Hardware Siemens Ruggedcom Rsg909r - All All All

Hardware Siemens Ruggedcom Rsg910c - All All All

Hardware Siemens Ruggedcom Rsg920p - All All All

Hardware Siemens Ruggedcom Rsl910 - All All All

Hardware Siemens Ruggedcom Rst2228 - All All All

Hardware Siemens Ruggedcom Rst2228p - All All All
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Hardware Siemens Ruggedcom Rst916c - All All All

Hardware Siemens Ruggedcom Rst916p - All All All

References

Reference Source Link Tags

N/A CONFIRM cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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