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CVE CVE-2021-42097
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-21 01:15:00 UTC
Updated 2023-11-07 03:39:00 UTC
Description GNU Mailman before 2.1.35 may allow remote Privilege Escalation. A csrf_token value is not specific to a single user accot
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Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All

Application Gnu Mailman All All All All

Reference Source Link Tags

Debian -- Security Information -- DSA-4991-1 mailman DEBIAN www.debian.org

Bug #1947640 “Potential CSRF attack via the user options page.” : Bugs : GNU Mailman CONFIRM bugs.launchpad.net

Mailman 3 Mailman 2.1 security release - Mailman-announce - python.org mail.python.org

Mailman 3 Mailman 2.1 security release - Mailman-announce - python.org CONFIRM  mail.python.org

oss-security - Mailman 2.1.35 security release MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, ana
| Gl |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159542 Oracle Enterprise Linux Security Update for mailman:2.1 (ELSA-2021-4826)
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http://cve.report/qid/159542

159545 Oracle Enterprise Linux Security Update for mailman (ELSA-2021-4913)

178829 Debian Security Update for mailman (DSA 4991-1)

178842 Debian Security Update for mailman (DLA 2791-1)

198547 Ubuntu Security Notification for Mailman Vulnerabilities (USN-5121-1)

198576 Ubuntu Security Notification for Mailman Vulnerabilities (USN-5121-2)

239908 Red Hat Update for mailman:2.1 (RHSA-2021:4837)

239909 Red Hat Update for mailman:2.1 (RHSA-2021:4839)

239910 Red Hat Update for mailman:2.1 (RHSA-2021:4826)

239911 Red Hat Update for mailman:2.1 (RHSA-2021:4838)

239928 Red Hat Update for mailman (RHSA-2021:4913)

257134 CentOS Security Update for mailman (CESA-2021:4913)

296066 Oracle Solaris 11.4 Support Repository Update (SRU) 40.107.3 Missing (CPUOCT2021)

353123 Amazon Linux Security Advisory for mailman : ALAS2-2022-1740

377175 Alibaba Cloud Linux Security Update for mailman (ALINUX2-SA-2021:0069)

671247 EulerOS Security Update for mailman (EulerOS-SA-2022-1177)

671336 EulerOS Security Update for mailman (EulerOS-SA-2022-1277)

690228 Free Berkeley Software Distribution (FreeBSD) Security Update for mailman (8d65aa3b-31ce-11ec-8c32-a14e8e520dc7)

751319 OpenSUSE Security Update for mailman (openSUSE-SU-2021:1436-1)

940372 AlmalLinux Security Update for mailman:2.1 (ALSA-2021:4826)

960352 Rocky Linux Security Update for mailman:2.1 (RLSA-2021:4826)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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