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CVE CVE-2021-42192
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-04 11:15:00 UTC
Updated 2023-11-07 22:15:00 UTC
Description Konga v0.14.9 is affected by an incorrect access control vulnerability where a specially crafted request can lead to privilege

/

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Konga Project Konga 0.14.9 All All All

References

Reference Source
KONGA 0.14.9 - Privilege Escalation - Multiple webapps Exploit MISC

Fix listing size and added pagination to consumer groups. Ref issue #302 - pantsel/lkonga@d615352 - GitHub

GitHub - pantsel/konga: More than just another GUI to Kong Admin API MISC
Security Advisory for Konga v.14.9 - Google Docs MISC
GitHub - whokilleddb/Konga-Privilege-Escalation-Exploit: Authenticated Privilege Escalation In Konga APl Gateway MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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