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cssanvancherLunsuetnian  Gertain versions of Windows Server from Microsoft contain the
following vulnerability:

Active Directory Domain Services Elevation of Privilege Vulnerability
This CVE ID is unique from CVE-2021-42278, CVE-2021-42282, CVE-
2021-42291.

CVE-2021-42287 has been assigned by g¥ secure@microsoft.com to track the vulnerability - currently rated as [[FIIEf) severity.

CVSS3 Score: 7.5-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
HiGH ] [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 6.5-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Security Update Guide - Microsoft Security MISC portal.msrc.microsoft.com/en-US/security-
Response Center guidance/advisory/CVE-2021-42287

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

91835 Microsoft Active Directory Domain Services (AD DS) Elevation of Privilege Vulnerability - November 2021

Exploit/POC from Github

CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter.

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows Server 2004 All All All
System
Operating Microsoft Windows Server 2008 - sp2 All All
System
Operating Microsoft Windows Server 2008 - sp2 All All
System
Operating Microsoft Windows Server 2008 r2 sp1 All All
System
Operating Microsoft Windows Server 2012 - All All All
System
Operating Microsoft Windows Server 2012 r2 All All All
System
Operating Microsoft Windows Server 2016 - All All All
System
Operating Microsoft Windows Server 2016 2004 All All All
System
Operating Microsoft Windows Server 2019 - All All All
System
Operating Microsoft Windows Server 2022 All All All All
System

cpe:2.3:0:microsoft:windows_server:2004:*:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_server_2008:-:5p2:*:*:*:*:x64:*:

cpe:2.3:0:microsoft:windows_server_2008:-:sp2:*:*:*:*:x86:*:

cpe:2.3:0:microsoft:windows_server_2008:r2:sp1:*:*:*:*:x64:*:

cpe:2.3:0:microsoft:windows_server_2012:-:*:***:**:*:

cpe:2.3:0:microsoft:windows_server_2012:r2:*:*:*:*:*:*:*:

cpe:2.3:0:microsoft:windows_server_2016:-:*:*:**:**:*:
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No vendor comments have been submitted for this CVE
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CVE-2021-42287 is worth paying attention is - if you install this patch on some domain
controllers but not all, in... twitter.com/i/web/status/1...

IT Risk: Microsoft. Windows B 17 v 75— 20215118 -2/4 CVE-2021-42291 CVE-
2021-42288 CVE-2021-42287 CVE-2021-42286 C... twitter.com/i/web/status/1...

CVE-2021-42287 : Active Directory Domain Services Elevation of Privilege Vulnerability
This CVE ID is unique from C... twitter.com/i/web/status/1...

@EurekaBerry CVE-2021-42287 not 42297
The vuln CVE-2021-42287 has a tweet created 0 days ago and retweeted 20 times.
twitter.com/GossiTheDog/st... #pow1rtrtwwcve

Patch Tuesday - KB5007206 - November Patching

Windows Server DC after November Cumulative Update - Event ID 35, 37 warnings

Latest Windows Updates and PAC Requests from AD

CVE-2021-42287/CVE-2021-42278 Weaponisation - Active Directory

noPac: CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter

CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter.

Exploiting CVE-2021-42278 and CVE-2021-42287 to impersonate DA from standard

domain user

Exploiting CVE-2021-42278 and CVE-2021-42287 to impersonate DA from standard
domain user

Invoke-noPac - CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter

Invoke-noPac - CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter

Exploiting CVE-2021-42278 and CVE-2021-42287 to impersonate DA from standard
domain user

Exploiting CVE-2021-42278 and CVE-2021-42287 to impersonate DA from standard
domain user

CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter Fork with some improvements.
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CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter Fork with some improvements.

Microsoft warned customers today to patch two Active Directory Security Flaws

CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter Fork with some improvements

Powershell .Net Assembly loader for the [CVE-2021-42287 - CVE-2021-42278] Scanner

& Exploiter

Hunting for samAccountName Spoofing (CVE-2021-42278) & Domain Controller
Impersonation

CVE-2021-42287/CVE-2021-42278 Scanner & Exploiter Fork with some improvements

Hunting for samAccountName Spoofing (CVE-2021-42278) & Domain Controller

Impersonation...

Cyber-Chaos Edition #4

Another apache and AD vulnerabilities to patch.

From User to Domain Admin in (less than) 60 seconds: CVE-2021-42278/CVE-2021-

42287 | FortiGuard Labs

Active Directory Exploitation Cheat Sheet Part 9

Windows Server July 2022 - Kerberos PAC enforcement worries

Hacking active directory CVE-2021-42287 Windows Server 2012 - 2016 - 2019

Hacking active directory CVE-2021-42287 Windows Server 2012 - 2016 - 2019

From IcedID to Conti Ransomware

MS PAC Enforcement Update (CVE-2021-42287)

KB5008380 - CVE-2021-42287

CVE-2021-42287 / KB5008380

Ubuntu could benefit from working even better in Windows environments

NetApp Ontap CIFS password-reset failures

CVE-2021-42287 fix installed or not

Seeing event ID 35 in domain controller event logs and concerns with October 2022

patches (PAC enforcement)

Looking for clarity on KB5008380 - CVE-2021-42287
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