CVE-2021-4249

Published on: Not Yet Published
Last Modified on: 11/07/2023 03:40:00 AM UTC

CVE-2021-4249

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

cssanmmncLrrnuasucninas  Gertain versions of Xml-conduit from Haskell contain the foIIowing
vulnerability:

A vulnerability was found in xml-conduit. It has been classified as
problematic. Affected is an unknown function of the file xml-
conduit/src/Text/XML/Stream/Parse.hs of the component DOCTYPE
Entity Expansion Handler. The manipulation leads to infinite loop. It is
possible to launch the attack remotely. Upgrading to version 1.9.1.0 is
able to address this issue. The name of the patch is
4be1021791dcdee8b164d239433a2043dc0939ea. It is recommended to upgrade the affected
component. The identifier of this vulnerability is VDB-216204.

CVE-2021-4249 has been assigned by 'l cna@vuldb.com to track the vulnerability - currently rated as m severity.

CVSS3 Score: 7.5-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK LOW [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE | [ HIGH |
CVE References

Description Tags Link
xml-conduit: Pure-Haskell MISC hackage.haskell.org/package/xml-conduit-1.9.1.0

utilities for dealing with XML
with the conduit package.

Resolve entities defined in MISC github.com/snoyberg/xml/pull/161
DOCTYPE recursively. by jgm -

Pull Request #161 -

snoyberg/xml - GitHub

CVE-2021-4249 | xml-conduit i MISC vuldb.com/?id.216204
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https://cve.report/
https://cve.report/CVE-2021-4249/mitre
https://cve.report/CVE-2021-4249/nist
https://cve.report/CVE-2021-4249/cve_org
https://cve.report/CVE-2021-4249.pdf
http://cve.report/software/haskell/xml-conduit
http://cve.report/vendor/haskell
http://cve.report/cvsscalc.php
http://cve.report/glossary/common-cve-tag-descriptions/
https://hackage.haskell.org/package/xml-conduit-1.9.1.0
https://github.com/snoyberg/xml/pull/161
https://vuldb.com/?id.216204

DUULU I TR CHiuly CApaiisiuni W
Parse.hs infinite loop (ID 161)

Resolve entities defined in | github.com | MISC

DOCTYPE recursively - text/html github.com/snoyberg/xml/commit/4be1021791dcdee8b164d239433a2043dc0939%ea
snoyberg/xml@4be1021 -

GitHub

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

184285 Debian Security Update for haskell-xml-conduit (CVE-2021-4249)

Exploit/POC from Github

This repository contains a collection of data files on known Common Vulnerabilities and
Exposures (CVEs). Each file ...

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Haskell Xml-conduit All All All All

No vendor comments have been submitted for this CVE
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