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Summary

CVE CVE-2021-42576

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-18 15:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description The bluemonday sanitizer before 1.0.16 for Go, and before 0.0.8 for Python (in pybluemonday), does not properly enforce policies associated with the SELECT, STYLE, and OPTION elements.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microco Bluemonday All All All All

Application Pybluemonday Project Pybluemonday All All All All

Application Python Pybluemonday All All All All

References

Reference Source Link Tags

HTML Sanitizer Announcement 18 Oct 2021 - Google Docs MISC docs.google.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184404 Debian Security Update for golang-github-microcosm-cc-bluemonday (CVE-2021-42576)

980263 Go (go) Security Update for github.com/microcosm-cc/bluemonday (GHSA-x95h-979x-cf3j)

980264 Python (pip) Security Update for pybluemonday (GHSA-x95h-979x-cf3j)
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