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CVE CVE-2021-42580
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-15 16:15:00 UTC
Updated 2021-11-26 15:18:00 UTC
Description Sourcecodester Online Learning System 2.0 is vunlerable to sql injection authentication bypass in admin login file (/admin/I«
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Online Learning System Project Online Learning System 2.0 All All All
Reference Source

CVE-nu11-07-eLearning V2(by: oretnom23) is vulnerable from remote SQL-Injection-Bypass-Authentication in three accounts MISC

CVE-nu11securlty/vendors/oretnom23/CVE-nu11-07 at main - nui1secur1ty/CVE-nu1isecurity - GitHub MISC
GitHub - DjebbarAnon/online-learning-system-v2-sqli-authentication-bypass-file-upload-unauthenticated-RCE MISC
CVE-2021-42580 MISC
Online Learning System 2.0 Remote Code Execution =~ Packet Storm MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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