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Summary

CVE CVE-2021-42639

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-02 18:15:00 UTC

Updated 2022-02-08 14:07:00 UTC

Description PrinterLogic Web Stack versions 19.1.1.13 SP9 and below are vulnerable to multiple reflected cross site scripting vulnerabilities. Attacker controlled input is reflected back in the page without sanitization.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Printerlogic Web Stack All All All All

Application Printerlogic Web Stack 19.1.1.13 - All All

Application Printerlogic Web Stack 19.1.1.13 sp2 All All

Application Printerlogic Web Stack 19.1.1.13 sp3-3 All All

Application Printerlogic Web Stack 19.1.1.13 sp9 All All

References

Reference Source Link Tags

PrinterLogic ???? Fixes Critical Vulnerabilities in its suite - TheCyberThrone MISC thecyberthrone.in

Security Bulletin | Printerlogic CONFIRM www.printerlogic.com

PrinterLogic vendor addresses triple RCE threat against all connected endpoints | The Daily Swig MISC portswigger.net

Paranoids’ Vulnerability Research: PrinterLogic Issues Security Alert | Paranoids Blog | Yahoo Inc. MISC www.yahooinc.com

PrinterLogic fixes high severity flaws in Printer Management SuiteSecurity Affairs MISC securityaffairs.co

PrinterLogic Patches Code Execution Flaws in Printer Management Suite | SecurityWeek.Com MISC www.securityweek.com

Eliminate Print Servers | PrinterLogic MISC printerlogic.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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