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Summary

CVE CVE-2021-42699

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-05 16:15:00 UTC

Updated 2021-11-09 14:35:00 UTC

Description The affected product is vulnerable to cookie information being transmitted as cleartext over HTTP. An attacker can capture network traffic, obtain the user’s cookie and take over the account.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Azeotech Daqfactory 18.1 build_2347 All All

Application Azeotech Daqfactory All All All All

References

Reference Source Link Tags

AzeoTech DAQFactory | CISA MISC us-cert.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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