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Summary

CVE CVE-2021-42749

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-01-10 14:10:00 UTC

Updated 2022-01-14 15:56:00 UTC

Description In Beaver Themer, attackers can bypass conditional logic controls (for hiding content) when viewing the post archives. Exploitation requires that a Themer layout is applied to the archives, and that the post excerpt field is not set.

Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fastlinemedia Beaver Themer - All All All

References

Reference Source Link

Conditionally Hidden Content | Beaver Builder Knowledge Base MISC docs.wpbeaverbuilder.com

Beaver Builder Vulnerabilities - Visibility and Conditional Logic (CVE-2021-42748 & CVE-2021-42749) - TEKFused MISC tekfused.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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