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Summary

CVE CVE-2021-42840

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-22 19:15:00 UTC

Updated 2021-11-30 20:27:00 UTC

Description SuiteCRM before 7.11.19 allows remote code execution via the system settings Log File Name setting. In certain circumstances involving admin account takeover, logger_file_name can refer to an attacker-controlled PHP file under the web root, because only the all-lowercase PHP file extensions were blocked. NOTE: this issue exists because of an incomplete fix for CVE-2020-28328.

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Salesagility Suitecrm All All All All

References

Reference Source Link

7.11.x Releases :: SuiteCRM Documentation MISC docs.suitecrm.com

History for modules/exploits/linux/http/suitecrm_log_file_rce.rb - rapid7/metasploit-framework · GitHub MISC github.com

SuiteCRM RCE Log File Extension Bypass 2 - theyhack.me MISC theyhack.me

Time to upgrade: SuiteCRM 7.11.19 & 7.10.30 LTS Released! - SuiteCRM MISC suitecrm.com

SuiteCRM 7.11.18 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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