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CVE CVE-2021-42850
State PUBLIC
Assigner psirt@lenovo.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-05-18 16:15:00 UTC
Updated 2022-05-26 17:07:00 UTC
Description A weak default administrator password for the web interface and serial port was reported in some Lenovo Personal Cloud £
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Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Lenovo Al - All All All
Operating System Lenovo A1 Firmware All All All All
Hardware Lenovo T1 - All All All
Operating System Lenovo T1 Firmware All All All All
Hardware Lenovo T2 - All All All
Hardware Lenovo T2pro - All All All
Operating System Lenovo T2pro Firmware All All All All
Operating System Lenovo T2 Firmware All All All All
Hardware Lenovo X1 - All All All
Operating System Lenovo X1 Firmware All All All All
Reference Source Link Tags

BXA8FR[E (Lenovo China)BXAE40iR & CONFIRM iknow.lenovo.com.cn

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis



https://cve.report/
https://cve.report/CVE-2021-42850/mitre
https://cve.report/CVE-2021-42850/nist
https://cve.report/CVE-2021-42850/cve_org
https://cve.report/api/cve/CVE-2021-42850.json
https://cve.report/CVE-2021-42850.pdf
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/a1
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/a1_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/t1
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/t1_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/t2
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/t2pro
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/t2pro_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/t2_firmware
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/x1
http://cve.report/vendor/lenovo
http://cve.report/software/lenovo/x1_firmware
https://iknow.lenovo.com.cn/detail/dc_200017.html
https://www.cve.org/CVERecord?id=CVE-2021-42850
https://nvd.nist.gov/vuln/detail/CVE-2021-42850

Discovery Credit

LEGACY: Lenovo thanks Kais and KT of 360 Vulcan Team for reporting this issue.

There are currently no legacy QID mappings associated with this CVE.
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