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CVE CVE-2021-4287
State PUBLIC
Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-12-27 11:15:00 UTC
Updated 2023-11-07 03:40:00 UTC
Description A vulnerability, which was classified as problematic, was found in ReFirm Labs binwalk up to 2.3.2. Affected is an unknown
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Binwalk All All All All

Reference Source Link Tags
Merge pull request #556 from ReFirmLabs/unpriv_user_exec - ReFirmLabs/binwalk@fa0OcObd - GitHub ~ MISC github.com

Release Binwalk 2.3.3 - ReFirmLabs/binwalk - GitHub MISC github.com

Symlink directory traversal security fix by devttys0 - Pull Request #556 - ReFirmLabs/binwalk - GitHub ~ MISC github.com
CVE-2021-4287 | ReFirm Labs binwalk Archive Extraction extractor.py symlink (ID 556) MISC vuldb.com
CVE-2021-4287 | ReFirm Labs binwalk Archive Extraction extractor.py symlink (ID 556) MISC vuldb.com

CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov  canonic
/ I »

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

184381 Debian Security Update for binwalk (CVE-2021-4287)

283579 Fedora Security Update for binwalk (FEDORA-2022-3727f00e4b)
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283580 Fedora Security Update for binwalk (FEDORA-2022-a36ba48049)
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