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Summary

CVE CVE-2021-42912

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-16 17:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description FiberHome ONU GPON AN5506-04-F RP2617 is affected by an OS command injection vulnerability. This vulnerability allows the attacker, once logged in, to send commands to the operating system as the root user via the ping diagnostic tool, bypassing the IP address field, and concatenating OS commands with a semicolon.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fiberhome Aan5506-04-g2g Firmware rp2560 All All All

Hardware Fiberhome An5506-01-a - All All All

Operating System Fiberhome An5506-01-a Firmware rp0509 All All All

Hardware Fiberhome An5506-01-b - All All All

Operating System Fiberhome An5506-01-b Firmware rp2610 All All All

Hardware Fiberhome An5506-02-b - All All All

Operating System Fiberhome An5506-02-b Firmware rp2520 All All All

Operating System Fiberhome An5506-02-b Firmware rp2521 All All All

Operating System Fiberhome An5506-02-b Firmware rp2603 All All All

Hardware Fiberhome An5506-04-b - All All All

Operating System Fiberhome An5506-04-b Firmware rp2510 All All All

Hardware Fiberhome An5506-04-f - All All All

Operating System Fiberhome An5506-04-f Firmware rp2617 All All All

Hardware Fiberhome An5506-04-g2g - All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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