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Summary

CVE CVE-2021-42913

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-20 09:15:00 UTC

Updated 2023-11-07 03:39:00 UTC

Description The SyncThru Web Service on Samsung SCX-6x55X printers allows an attacker to gain access to a list of SMB users and cleartext passwords by reading the HTML source code. Authentication is not required.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Samsung Scx-6555 - All All All

Hardware Samsung Scx-6555n - All All All

Application Samsung Syncthru Web Service - All All All

References

Reference Source Link

Samsung Printer SCX-6X55X Improper Access Control (CVE-2021-42913) | by Windsor Moreira | Dec, 2021 | Medium MISC medium.com

Samsung Printer SCX-6X55X Improper Access Control (CVE-2021-42913) | by Windsor Moreira | Dec, 2021 | Medium medium.com

Samsung Mobile Security MISC security.samsungmobile.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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